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Chapter 1

Introduction

1.1 Purpose

The purpose of this document is to describe in detail how security proper-
ties are related to secure electronic mail message formats and operations.
We show how system-level security properties are satisfied by functional
specifications of operations on specific message formats.

Our formal analysis is based on the Internet Privacy Enhanced Mazil
(PEM) described in four Request for Comment (RFC) papers: RFC 1421,
RFC 1422, RFC 1423, and RFC 1424, [9, 8, 1, 7]. PEM is similar to mili-
tary systems such as the National Security Agency’s Multilevel Information
Systems Security Initiative (MISST). MISSI is based in part on PEM. While
the message field names and structure may differ somewhat between MISSI
and PEM, the analytical techniques used here are applicable to both.

We use several means of description. Informal descriptions are used to
give an intuitive notion of behavior, properties, or requirements. These
are derived from the above-cited documents. Formal descriptions are de-
rived from the informal descriptions. These are intended to be precise
descriptions of behavior which are subject to rigorous analysis. The types
of analysis done includes correctness - e.g. ensuring requirements are met,
and behavioral properties — e.g. security properties.

Our formal descriptions focus on:

e Structure of well-formed messages.
e Interpretation of message structures.

o Correctness of functions operating on messages.

Higher-order logic is used throughout. Verification is done using the
Higher Order Logic (HOL) theorem-prover, [5].
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INTRODUCTION

The work described here builds on two previous efforts to formally model
MISSI. The first effort by Johnson, Saydjari, and Van Tassel in (4] defines
various MISSI security properties in higher-order logic. The MISSI Certifi-
cate Authority Workstation (CAW) has been modeled by Marron using a
CSP (Communicating Sequential Process)-like [6] process language called
PROMELA and the SPIN model checker, [10].

1.2 Network Components

The objective is to send messages securely from one local area network
(LAN) to another over a wide area network (WAN) like the Internet. Com-
ponents appear within the context of a WAN or LAN. Section 1.2.1 gives
an overview of components which exist in the WAN. Section 1.2.2 gives an
overview of components which exist within LANs.

1.2.1 WAN Components

Figure 1.1 shows two local area networks, called enclaves in MISSI, con-
nected to a WAN with a Directory System and an Electronic Key Manage-
ment System Central Facility (EKMS CF).

Electronic Key Management System
Local Area Net Central Facility
— @

Rekey Manager

Local Area Net @ .
ALAN) \
Root Certificate Authority Waor ion |

Figure 1.1 Wide Area Network Components

From Figure 1.1 we can see that the concern is with secure electronic
maijl between enclaves or LANs. Local security issues within a particular
enclave are not addressed.




1.2. NETWORK COMPONENTS

The Directory System functions as a “yellow-pages” for looking up peo-
ple’s security information such as cryptographic key information, crypto-
graphic algorithms, the authority which has certified the authenticity of the
information, and the duration or times for which the information is valid.

The Electronic Key Management System Central Facility serves as 1)
the ultimate certification authority via the Root Certificate Authority Work-
station, 2) support for replacing cryptographic keys (rekeying) which have
expired via the Rekey Manager, and 3) support for Compromised Key Lists
(CKL).

When a sender or originator in one enclave wishes to send email to a re-
ceiver or recipient in another enclave, the originator gets from the Directory
System the necessary cryptographic keys and authorization to communicate
with the recipient. To check if the cryptographic keys are still valid, the
Compromised Key List is checked to see if the received keys are invalid
because they have been compromised. As keys have finite lifetimes, user
cryptographic keys must be replaced. This is done by the Rekey Manager.

1.2.2 LAN Components

Figure 1.2 shows the principal components within an enclave or local area
network. In general, enclaves may have both trusted and untrusted work-
stations. The functions of the principal LAN components are illustrated by
the sending of email.

[ R [ R [

— @ @@ =

Audit Manager [Certiicate A ity Workstation | Mail List Agent

[D

Directory System

——
[ Secure Network Server ]

Secure Network Server

l In-line Network Encryptor

Figure 1.2 Local Area Network Components

To send email, the originator must first be registered or certified as a valid
system user. This is done by the local Certificate Authority Workstation
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INTRODUCTION

(CAW). Certified users have cryptographic information and authorizations
assigned to them by the CAW. Cryptographic information and authoriza-
tions are stored in data structures called certificates. Certificates are the
means by which cryptographic information is distributed through networks.

Users have “smart cards” called Crypto Peripherals (CP) or Personal
Computer Memory-Card International Association (PCMCIA) cards. Like
everyday ATM cards, these cards have a PIN number known only to the
user. What makes the cards smart is the information contained within
them including: cryptographic algorithms, keys, and authorizations. Type
I cards are approved for handling classified U.S. Government information.
Type 2 cards are approved for handling sensitive but unclassified (SBU)
information. The FORTEZZA card [12] is an instance of such a card.
Details of its operation are not important.

A workstation with a PCMCIA card reader will take a PCMCIA card
and use the cryptographic information on it for various secure email func-
tions like encryption. Registered user. have access to a variety of MISSI
functions depending on their authorizations.

The first step in sending out mail is giving the destination address.
Destination addresses can be gotten from the Directory System. If the
message is going to several recipients, i.e. is being sent to a distribution
list, the message is sent to the Mail List Agent which forwards the message
to each recipient after checking each of their credentials.

The Secure Network Server (SNS) serves as a guard or firewall between
the enclave and the WAN. Messages from untrusted workstations within
an enclave must pass through the SNS before going out on the WAN. The
SNS ensures only encrypted messages go to the WAN.

Messages from trusted workstations may or may not go through the
SNS. If a trusted workstation has “downgraded” the security classification
of a message, this downgrade rmust be approved by the SNS.

Messages classified as top secret or higher must pass through the SNS
and then be encrypted by an In-line Network Encryptor (INE) regardless of
whether or not they were generated by a trusted or untrusted workstation.

1.3 Electronic Mail Scenario

A typical scenario is described by Marron in [10] as follows. Emily is in
enclave A. She is registered and has a certificate with her cryptographic in-
formation authorized by the Certificate Authority Workstation in enclave

4




1.4. MOTIVATION

A (CAWA). Benjamin is a valid user in enclave B and has a certificate
with his cryptographic information authorized by the Certificate Authority
Workstation in enclave B (CAWB). Both CAWA’s and CAWB’s certificates
are authorized by a Policy Creation Authority (PCA), and the PCA’s cer-
tificate was issued by the Policy Approving Authority (PAA).

Emily wishes to send an encrypted message to Benjamin, so she does
the following:

1. Computes her signature (an encrypted message based on the message
text) — this is easy since she knows her own key material.

2. FElectronically requests Benjamin’s certificate from the Directory Ser-
vice Agent (DSA). Benjamin’s certificate arrives, Emily sees that it
is signed by CAWB, so she requests CAWB’s certificate.

3. Similarly, she next requests the PCA’s certificate.

4. After receiving the PCA’s certificate, she can validate it without
further DSA access, since the issuers (PAA’s) public key material is
loaded in her FORTEZZA (Plus). She then validates the certificate
for CAWB and, finally, for Benjamin.

5. Now Emily has the necessary key material to perform the public key
exchange with Benjamin and mail her message.

1.4 Motivation

The security requirements placed on systems such as PEM and MISSI raise
the fundamental question, “how will we precisely understand the security
requirements and by what means will we assure our designs satisfy them?”
In other words, how do we build it and how do we know it works?

The engineering view we adopt is to use techniques which answer:

1. What objects are built?
9. What are the operations on the objects?

3. How is it known if the objecfs are correct?

In the case of PEM and MISSI, the objects of interest are electronic
mail messages. Messages have defined structures. Just as language syntax
is assigned meaning by a semantic interpretation, messages have a security
interpretation as well. Security functions and services are determined by
the particular message type or structure.

5




INTRODUCTION

1.5 Structure of this Report

An informal overview of security functions in general and PEM in partic-
ular is given in Chapter 2. A formal theory in higher-order logic of PEM
message formats, message operations, and security properties is developed
in Chapter 3. Conclusions are given in Chapter 4.

Appendix A defines the notational conventions of extended Backus-Naur
Form (BNF). Appendix B is a listing of the theory defining the message
structure of PEM messages in higher-order logic. Appendix C is a listing of
the theory defining the operations on PEM message structures. Appendix D
shows the theory applicable to MIC-CLEAR messages, i.e. messages which
are transmitted without encryption or encoding but are checked for in-
tegrity. Appendix E shows the theory applicable to ENCRYPTED mes-
sages. In particular, it shows the correctness of the checks for privacy,
message integrity, source authenticity, and non-deniability.




Chapter 2

Privacy Enhanced Mail

PEM adds privacy, source authentication, integrity protection, and non-
repudiation services to plain text email on the Internet. PEM is docu-
mented in four Request for Comments (RFC) documents. RFC 1421 [9] de-
scribes message encryption, authentication procedures, and formats. RFC
1422 [8] describes certificate-based key management. RFC 1423 [1] de-
scribes algorithms. RFC 1424 [7] describes key certification.

MISSI is similar to Internet Privacy Enhanced Mail (PEM) with the
exception that MISSI uses guards to protect enclaves from inappropriately
releasing classified information.

2.1 Security Issues for Electronic Mail

Four key issues for secure electronic mail are identified by RFC 1421 and
defined by Kaufman, Perlman, and Speciner in [2]:

e privacy — the ability to keep anyone but the intended recipient from
reading the message.

e authentication - reassurance to the recipient of the identity of the
sender.

e integrity — reassurance to the recipient that the message has not
been altered since it was transmitted by the sender.

¢ non-repudiation — the ability of the recipient to prove to a third
party that the sender really did send the message, i.e. the originator
cannot deny sending the message.

PEM does not address all security issues. RFC 1421 identifies the fol-
lowing security issues not addressed by PEM:

7
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¢ access control — mechanisms for restricting the use of some resource
only to authorized users.

¢ traffic flow confidentiality — preventing knowledge that a message
was sent.

¢ address list accuracy.

¢ routing control.

e casual serial reuse of PCs by multiple users.

¢ assurance of message receipt and non-deniability of receipt.

e automatic association of acknowledgments with the mes-
sages to which they refer.

¢ message duplicate detection and replay prevention.

In this chapter we will describe how the issues of privacy, authentication,
integrity, and non-repudiation are addressed by PEM. Section 2.2 gives an
overview of cryptographic functions used by PEM. Section 2.3 describes the
structure of PEM messages. Section 2.4 gives examples of various PEM
messages and structures. Section 2.5 describes PEM’s privacy functions.
Section 2.6 describes PEM’s methods for source authentication. Section
2.7 describes how message integrity is checked. Section 2.8 describes mech-
anisms for non-repudiation.

2.2 Cryptography

Cryptography serves privacy needs by encryption. It serves source authen-
tication and non-repudiation needs through the use of secrets. It serves
integrity through message integrity codes (MIC) for secret key cryptogra-
phy or digital signatures for public key cryptography.

2.2.1 Types of Cryptographic Functions

There are three kinds of cryptographic functions: secret key functions,
public key functions and hash functions. Public key cryptography uses two
keys. Secret key cryptography use one key. Hash functions uses no keys.

8




2.2. CRYPTOGRAPHY

Secret Key Cryptography

In Secret key or symmetric cryptography, the same key s is used for both
encryption and decryption, as shown in Figure 2.1. Ciphertext is obtained
by applying the encryption function to both plaintext and the secret key.
To retrieve the original plaintext, decryption function is applied to the
ciphertext and the same secret key. A message m encrypted with secret
key s is denoted as [m];.

. encryption .
plaintext ciphertext

(secret) key

ciphertext plaintext
decryption

Figure 2.1 Secret Key Cryptography

Ideally secret key cryptography has following property: a message en-
crypted with secret key k can only be retrieved (decrypted) with the same
secret key. When an initial vector(IV) is utilized in the cryptographic algo-
rithm, it must be the same for both encryption and decryption. This can
be formalized as:

Vmsg key IV.
(decryptS (encryptS msg key IV) key IV = msg) A (2.1)
(Ymsg2 key2. (decryptS msg2 key IV =
decryptS msg2 key2 IV) = key = key2)

The secret key scheme can be used to generate a fixed-length crypto-
graphic checksum associated with a message, as shown in Figure 2.2; this
message integrity code (MIC) can be used to check the integrity of the
message sent along with it (see section 2.2.4).

9




PRIVACY ENHANCED MAIL

hash encryption
message ___ . rr;ei;sea;%e 1\ MIC
secret key

Figure 2.2 Message Integrity Code

Public Key Cryptography

In public key or asymmetric cryptography, each individual has a pair of
keys: a private key d only known to the owner, and a corresponding public
key e that is accessible by the world. The public key is used for encryption
and the private key is used for decryption. This is shown in Figure 2.3. A
message m encrypted using public key e is denoted as {m}..

encryption
plaintext T ciphertext
public key
private key
ciphertext plaintext
decryption

Figure 2.3 Public Key Cryptography

Public key cryptography has following property: a message encrypted
with public key ey, can only be retrieved (decrypted) with an unique private
key di; on the other hand, a message encrypted with private key dj can
only be retrieved (decrypted) with the unique public key e;. This can be
formalized as:

Vmsg eKEY dKEY.
((decryptP (encryptP msg eKEY)dKEY = msg) = (2.2)

10




2.2. CRYPTOGRAPHY

(encryptP (decryptP msg dKEY) eKEY = msg)) A

((decryptP (encryptP msg eKEY)dKEY =msg) D (2.3)
((Vdk. (decryptP (encryptP msg eKEY) dk = msg) D dk = dKEY) A
(Vek. (encryptP (decryptP msg dKEY) ek = msg) D ek = eKEY))

Public key cryptography can be used to generate signature on any mes-
sage. The signature can be verified by anyone who knows the public key
of the signer, and can only be generated by the one who knows the corre-
sponding private key. This is shown in Figure 2.4. These two properties
can be formalized as follows:

VYm1 m2 dkeyl dkey2. (sign m1 dkeyl = sign m2 dkey?2) (2.4)
5 (m1 = m2) A (dkeyl = dkey?2)

Vmsg eKEY dKEY. verify msg (sign msg dKEY)eKEY D (2.5)
(Ym1 m2.verify ml m2 eKEY = (m2 = sign ml dKEY))

. signing .
plaintext signature

|

private key

public key plaintext

signature \L ij True / False

" verification

Figure 2.4 Signature

The counterpart of MICs for public key cryptography are digital signa-
tures as shown in Figure 2.5. They are used to check integrity.

Hash Functions

Hash functions are message digests or one-way transformations. A crypto-
graphic hash function is a mathematical transformation that takes a mes-

11
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hash signing
message ... message digest T digital signature
private key

Figure 2.5 Digital Signature

sage of arbitrary length and computes from it a fixed length number.

Hash functions have the following properties:

e If h(mg ) denotes the hash of the message mg, there is no substantially
easier way to find an m whose hash is h(mo) without going through
all values of m to search for h(my).

¢ It is computationally infeasible to find two values of m which hash
to the same value.

Essentially, hash functions behave like one-to-one functions, i.e.,

Vmm'. h(m) = h(m') Dm =m' (2.6)

2.2.2 Privacy

Privacy is obtained through encryption. If Emily wants to send Benjamin
a mail that only Benjamin can read, she will choose a random secret key
S to be used only for encrypting that one message m. She encrypts the
message with S to get [m]g, encrypts S with Benjamin’s public key eg
to get {S}.y(if public key cryptography is used) or with the secret key
she shares with Benjamin Kgp to get [S]k,, (if secret key cryptography is
used), and transmits both to Benjamin.

Privacy in PEM is gotten by using any of the following cryptographic
functions: DES-CBC for secret key encryption of messages; DES-EDE for
secret key encryption of Data Encryption Keys (DEKs); DES-ECB for se-
cret key encryption of DEKs; RSA for public key encryption of DEKs and
signatures. Summaries of each of the encryption algorithms mentioned here
are found in {2].

12




2.2. CRYPTOGRAPHY

2.2.3 Authentication

Authentication verifies the identity of the communicating party. Encryption
is used to prove the knowledge of secrets, hence to verify identities. The
means for doing so are variations on a challenge/response protocol. A
challenge is issued by the party wishing to verify the identity of the other
principal. The principal, whose identity is being checked, issues a response
based on the use of a secret key or public key cryptography.

In secret key cryptography, if Emily wants to verify the identity of
Benjamin, she issues a challenge, a random picked number r, and sends
it to Benjamin. Benjamin encrypts the r with the the secret key Kgp he
shares with Emily and sends it back to Emily. Emily decrypts the response
with Kgp and checks to see if she got back r (see Figure 2.6).

Emily . Benjamin

decrypt to r with Kpp rencrypted with Kpg

Figure 2.6 Secret Key Authentication

If public key cryptography is used, Emily chooses a random number r,
encrypts it with Benjamin’s public key ep and sends the result to Benjamin.
Benjamin proves he knows his private key dp by decrypting the message
and sending r back to Emily (see Figure 2.7).

Emily Benjamin

encrypt r using eg decrypt to rusingd g

T

Figure 2.7 Public Key Authentication
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2.2.4 Integrity

Integrity of a message is maintained by using either a MIC (in secret key
cryptography) or a digital signature (in public key cryptography) shown in
Figure 2.2 and Figure 2.5.

For secret key cryptography, a MIC is computed by using a secret key
with a known checksum algorithm. It is included as part of the header sent
along with the message to the recipients. The recipients compute the MIC
for the message they receive and compare it to the MIC received in the
header. If the MICs match, then the message is genuine (see Figure 2.8).

secret key

hash ¢
t ge digest MIC
encryption
D |
I
l secret key
MIC l @ True / False
decryption
hash
plaintext ge digest

Figure 2.8 Integrity Check using a MIC

For public key cryptography, integrity is protected by digital signatures.
If Emily wants to send Benjamin a message which is integrity protected,
she generates the digital signature of the message using her private key,
and send it along with the message to Benjamin. When Benjamin receives
the message with its digital signature, he verifies the digital signature with
Emily’s public key (see Figure 2.9).

Hash functions are used with public keys for integrity protection (see
Figure 2.9). Signing a message digest is much quicker than signing a mes-
sage itself. When the signature of the message digest is sent with the
message to recipients, the recipients generate the message digest from the
message, and verify the signature of the digest to check the integrity of the
message.

14
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2.3. STRUCTURE OF PEM MESSAGES

private key
hash
plaintext . message digest digital signature
sign
D) ,
N
digital
signature  public key
hash l \l
plaintext . message digest True / False

verifying

Figure 2.9 Integrity Check using a Digital Signature

2.2.5 Non-repudiation

Non-repudiation is the ability of the recipient to prove to a third party
that the sender really did send the message. It comes automatically with
public key cryptography as only the person who knows the private key can
generate the signature. Comparing the message digest with the signature
decrypted using originator’s public key is all that is required.

2.3 Structure of PEM Messages

This section describes the structure of a PEM message. It is excerpted
from RFC 1421, Privacy Enhancement for Internet FElectronic Mail: Part
I: Message Encryption and Authentication Procedures, [9]. Included is an
additional message type, CRL-retrieval request as described in RFC 1424,
Key Certification and Related Services, 7.

The notation used is augmented Backus-Naur Form (BNF) as described
in RFC 822, [3]. A full description of the augmented BNF is in Appendix

15




PRIVACY ENHANCED MAIL

A.
Figure 2.10 defines the top-level structure of a PEM message. The top-

level structure includes:

¢ A Pre-Encapsulation Boundary (preeb):

¢ A PEM header (pemhdr) containing encryption information.

* A carriage-return-linefeed (CRLF) with the message text (pemtext),
if any.

e A Post-Encapsulation Boundary (posteb):
————— END PRIVACY-ENHANCED MESSAGE---—-

; PEM BNF representation, using RFC 822 notation.
; imports field meta-syntax (field, field-name, field-body,
; field-body-contents) from RFC-822, sec. 3.2
; imports DIGIT, ALPHA, CRLF, text from RFC-822
; Note: algorithm and mode specifiers are officially defined
; in RFC 1423
<pemmsg> ::= <preeb>
<pemhdr>
[CRLF <pemtext>] ; absent for CRL message
<posteb>
<preeb> ::= "----- BEGIN PRIVACY-ENHANCED MESSAGE--~-~~ " CRLF
<posteb> ::= "---w- END PRIVACY-ENHANCED MESSAGE~---~- " CRLF / <preeb>
<pemtext> ::= <encbinbody> ; for ENCRYPTED or MIC-ONLY messages
/ *(<text> CRLF) ; for MIC-CLEAR
<pemhdr> ::= <normalhdr> / <crlhdr>

Figure 2.10 Top-Level PEM Message Structure

A template of an encapsulated message taken from RFC 1421, [9] is
shown below in Figure 2.11. The message components <pemhdr> and
<pemtext> are the encapsulated header and encapsulated text portions of
the message. These are described below.

Two types of encryption keys are used in PEM as reported in RFC 1421,
(9.

16
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Pre-Encapsulation Boundary (Pre-EB)
----- BEGIN PRIVACY-ENHANCED MESSAGE-----

Encapsulated Header Portion
(Contains encryption control fields inserted in plaintext.
Examples include "DER-Info:" and "Key-Info:".
Note that, although these control fields have line-oriented
representations similar to RFC 822 header fields, the set
of fields valid in this context is disjoint from those used
in RFC 822 processing.)

Blank Line
(Separates Encapsulated Header from subsequent
Encapsulated Text Portion)

Encapsulated Text Portion
(Contains message data encoded as specified.)

Post-Encapsulation Boundary (Post-EB)
----- END PRIVACY-ENHANCED MESSAGE-----

Figure 2.11 Encapsulated Message Format

o Data Encryption Keys (DEKs) are used for encrypting message text
and for message integrity codes (MICs). These keys are generated
on a per-message basis with no prior pre-distribution.

o Interchange Keys (IKs) are used to encrypt DEKs for transmission
within messages. 1Ks are used over a period of time. They are
typically the secret or public keys of principals depending on whether
secret or public key encryption is used.

2.3.1 Encapsulated Header Portion

The header portion of the message has the encryption control information
necessary to decrypt the encapsulated message text portion of a PEM mes-
sage. Its format is defined by RFC 1421. Its BNF description is in Figure
2.12.

There are two types of headers:

e normal headers <normalhdr> — used for messages that are not re-
quests related to certificate revocation lists (CRLs).

17
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o headers for CRLs <crlhdr> — used for messages related to CRLs.

<normalhdr> ::= <proctype>
<contentdomain>
[<dekinfo>] ; needed if ENCRYPTED
(1% (<origflds> *<recipflds>)) ; symmetric case -~
; recipflds included for all proc types
/ ((1#<origflds>) *(<recipflds>)) ; asymmetric case --
; recipflds included for ENCRYPTED proc type

<crlhdr> ::= <proctype>
1*(<crl> [<cert>] *(<issuercert>))

<asymmorig> ::= <origid~asymm> / <cert>

<origflds> ::= <asymmorig> [<keyinfo>] *(<issuercert>)
<micinfo> ; asymmetric
/ <origid-symm> [<keyinfo>] ; symmetric

<recipflds> ::= <recipid> <keyinfo>

Figure 2.12 PEM Header Structure

Normal Headers

Normal headers contain:

e process type <proctype> — the version number of PEM being used
and the type of PEM message. In this case, version 4 is the only
possibility. PEM message types can be ENCRYPTED, MIC-ONLY,
MIC-CLEAR, CRL, or CRL-RETRIEVAL-REQUEST. See Figure 2.13.

e content domain <contentdomain>— the type of mail message, in this
case the only possibility is RFC822 which identifies it as an ARPA
Internet text message. See Figures 2.13 and 2.15.

o data encrypting key information <dekinfo> — required for ENCRYP-
TED messages. See Figures 2.13 and 2.15.

¢ One or more originator fields <origflds> with zero or more recipient
fields <recipflds>. The required fields depend on whether secret
or public key cryptography is used. See Figures 2.13 and 2.14.

18
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; definitions for PEM header fields

<proctype> ::T "Proc-Type" ":" "4" "," <pemtypes> CRLF
<contentdomain® ::= "Content-Domain' ":" <contentdescrip> CRLF
<dekinfo> ::= "DEK-Info" ":" <dekalgid> [ "," <dekparameters> ] CRLF
<symmid> ::= <IKsubfld> “," [<IKsubfld>] "," [<IKsubfld>]

<asymmid> ::= <IKsubfld> ", " <IKsubfld>

<origid-asymm> ::% "Originator-ID-Asymmetric" ":" <asymmid> CRLF
<origid-symm> ::= "Originator-ID-Symmetric' ":" <symmid> CRLF
<recipid® ::= <recipid-asymm> / <recipid-symm>

<recipid-asymm> ::= "Recipient-ID-Asymmetric" ":" <asymmid> CRLF
<recipid-symm> ::= ‘Recipient-ID-Symmetric' ":" <symmid> CRLF
<cert> ::= “Originator-Certificate" ":" <encbin> CRLF
<issuercertd ::= "Issuer-Certificate" ":" <encbin> CRLF
<micinfo> ::= "MIC-Info" ":" <micalgid> "," <ikalgid> ","
<asymsignmic> CRLF
<keyinfo> ::= "Key-Info'" ":" <ikalgid> “," <micalgid> ","
<symencdek> ", <symencmic> CRLF ; symmetric case
/ "Key-Info" “:" <ikalgid> "," <asymencdek>
CRLF ; asymmetric case
<crl> ::= "CRL" ":* <encbin> CRLF
<pemtypes> ::= “ENCRYPTED" / "MIC-ONLY" / "MIC-CLEAR" / "CRL"

/ “CRL-RETRIEVAL-REQUEST"

Figure 2.13 PEM Header Fields

— Secret (symmetric) key case: the <origflds> consists of the
originator’s id <origid-symm> and optional key information
<keyinfo>. Id’s typically look like: chin@cat.syr.edu with
additional information on interchange keys (IKs). See Figures
2.12 and 2.13.

— Public (asymmetric) key case: the <origflds> consists of: 1)
the asymmetric originator’s id <asymmorig> which is either the
asymmetric originator’s id <origid-asymm> (as in the secret
key case) or the certificate <cert> of the originator; 2) optional
key information <keyinfo>; 3) zero or more issuer certificates
<issuercert>; and 4) message integrity code <micinfo> infor-
mation. See Figures 2.13, 2.14, and 2.15. Details on certificates
are in Section 2.6.

CRL Headers

CRL headers contain:
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e process type — same as for normal headers.

¢ at least one CRL with an optional certificate and zero or more issuer
certificates. See Figure 2.13.

Certificates are used to authenticate principals. Details are in Section
2.6.

2.3.2 Encapsulated Text Portion

An important distinction is to be made between encoded versus encrypted
messages. Encoded messages are those which have been modified in such a
way so that there are no “funny characters” and no lines which are too long
which would cause any mail system to modify the message contents. An
example of this is the UNIX wuencode program. Of course, such encodings
must be readily reversible so that the un-encoded text can be retrieved, e.g.
the UNIX wudecode program. Encrypted messages are messages which have
been processed using a cryptographic algorithm which of course, should
only be reversible by those having the proper keys.

Table 2.1 gives the encoding used by PEM. The encoding works as
follows:

e PEM sends encoded information 32-bits at a time which corresponds
to four 8-bit encoded characters.

e The four encoded 8-bit characters are derived from four 6-bit inputs.
The six input bits have a range of possible values from 019 to 631, —
0000002 to 1111115.

o Each 6-bits is encoded as an ASCII character as shown in Table 2.1.
For example, 000000, is encoded as ASCII character A.

e Each ASCII character is sent out as an 8-bit quantity — 7-bits rep-
resenting the character plus one bit for parity (the most-significant
bit). For example, A has an 8-bit hex encoding 41,5 or 010000015.
This can be sent as P10000015 where P is the parity bit. The subset
of ASCII characters used falls in the range at or below 7414, so the
entire subset can be represented with 7-bits plus one bit for parity.

e Finally, four encoded 6-bit characters (24-bits) are sent at a time as
a 32-bit word. If the data are not a multiple of 6-bits, the data are
extended to the next multiple of 6-bits by adding Os as padding bits.
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Table 2.1 PEM 6-Bit Encoding

valueig | character | ASCII representation

0 A 41 hex

25 Z 5A hex

26 a 61 hex

51 z TA hex

52 0 30 hex

61 9 39 hex

62 + 2B hex

63 / 2F hex
padding = 3D hex

If the data are not a multiple of four characters (24-bits), padding
characters are sent. Padding characters are encoded as ASCIIL =, i.e.
3D16 or P01111012

Figure 2.14 shows BNF form of the encoded binary characters, <encbin-
char>. <encbinchar> are the upper and lower case letters — ALPHA; the
digits 0 through 9 — DIGIT; and the characters +, /, and =.

A group of encoded binary characters <encbingrp> is exactly four en-
coded binary characters 4*4<encbinchar>. A body of encoded binary char-
acter groups is zero or more lines of up to 16 character groups or 64 char-
acters per line — #(16%16<encbingrp> CRLF) [1*16<encbingrp> CRLF].
This can be seen in the example messages which follow.

2.4 Examples of PEM Message Types

There are five types of PEM messages — 1) ENCRYPTED, 2) MIC-CLEAR,
3) MIC-ONLY, 4) CRL, and 5) CRL-RETRIEVAL-REQUEST. ENCRYP-
TED, MIC-CLEAR, and MIC-ONLY messages have secret key and public
key variants.
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<encbinchar> ::= ALPHA / DIGIT / "+" [ "/» [ "=v

<encbingrp> ::= 4x4<encbinchar>

<encbin> ::= 1*<encbingrp>

<encbinbody> ::= *(16*16<encbingrp> CRLF) [1*16<encbingrp> CRLF]
<IKsubfld> ::= 1*<ia-char>

; Note: "," removed from <ia-char> set so that Orig-ID and Recip~ID
; fields can be delimited with commas (not colons) like all other

; fields

<ia-char> ::= DIGIT / ALPHA / ™" [ v [/ n(* [/ w)n

"won / ll/ll / Mz / Hon / L / ngv /
u'/.n / u!n / F0) / u_u / Hgn / nyn
<hexchar> ::= DIGIT / "A" / "B" / “C" / “D" / “E" / "F"
; no lower case

Figure 2.14 Character Descriptions

ENCRYPTED messages indicate their message bodies are encrypted.
MIC-ONLY messages are those whose messages are encoded but not en-
crypted and have a MIC computed as an integrity check. MIC-CLEAR mes-
sages are those whose messages are neither encoded nor encrypted and have
a MIC computed as an integrity check. CRL-RETRIEVAL-REQUEST
messages have no message but are used to request CRLs. CRL messages
store CRLs or reply to CRL retrieval requests.

2.4.1 ENCRYPTED
Public Key Variant

Table 2.2 shows the format of PEM messages which are encrypted using
asymmetric (public) keys, [2]. Figure 2.16 is an example message taken from
RFC 1421. Figure 2.17 shows the processing of PEM message on sender
side, Figures 2.18, 2.19 and 2.20 show the processing of PEM message on
receiver side.

Secret Key Variant

Table 2.3 shows the format of PEM messages which are encrypted using

symmetric (secret) keys, [2]. Figure 2.21 is an example message taken from
RFC 1421.
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Table 2.2 Encrypted, Public Key PEM Message Format

~=---BEGIF PRIVACY-ENHANCED EESSAGE----- pre-encapsulation boundary
Proc-Type: 4%, ENCRYPTED type of PEM message (version,type)
Content-Domain: RFC822 message form

DER-Info: DES-CBC, 16 hex digits message encryption algorithm, IV
Iriginator-Certificate: cybercrud sender’s encoded certificate (optional)

Originator-ID-Asymmetric: cybercrud,number | sender ID
(present only if sender’s certificate not present)

Koy-Info: RSA, cybercrud key-info for CC'd sender (if needed)

Tssuer=Cervificate: cybercrud sequence of zero or more CA certificates

(possibly whole chain from the sender’s
certificate to the IPRA’s)

XIC-Info: RSA-EDz,R5A, cybercrud message digest algorithm, message digest

encryption algorithm, encoded encrypted MIC

Recipient-ID-Asymmetric: cybercrud,number For each recipient:
Key-Info: RSA, cybercrud recipient ID (encoded X.500 name of CA

that signed certificate, certificate serial
number); key-info for recipient

Blank line
cybercrud encoded encrypted message
----END PRIVACY-ENHANCED HESSAGE----- post-encapsulation boundary

Table 2.3 Encrypted, Secret Key PEM Message Format

----BEGIN PRIVACY-EFHANCED EESSAGE----- pre-encapsulation boundary
Froc-Type: 4, ENCRYPTED type of PEM message (version,type)
Content-Domain: RFC822 message form

DER-Info: DES-CBC, 16 hex digits message encryption algorithm, IV

Originator-ID-Symmetric: entity identifier, | sender ID
issuing authority, version/expiration
Reocipient-ID-Symmetric: entity identifier,

issuing authority, version/ezpiration For each recipient:
Roy-Info: RS&, cybercrud recipient ID; key-info for recipient
Blank line
cybercrud encoded encrypted message
«==-END PRIVACY-ENHANCED KEESSAGE----- post-encapsulation boundary
23
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; This specification defines one value ("RFC822") for

; <contentdescrip>: other values may be defined in future in
; separate or successor documents

H

<contentdescrip> ::= “RFC822"

; Addendum to PEM BNF representation, using RFC 822 notation
; Provides specification for official PEM cryptographic algorithms,
; modes, identifiers and formats.

; Imports <hexchar> and <encbin®> from RFC [1421]

<dekalgid> ::= "DES-CBC"

<ikalgid> ::= “DES-EDE" / "DES-ECB" / "RSA"
<sigalgid> ::= "RSA"

<micalgid> ::= "RSA-MD2" / "RSA-MD5"

<dekparameters> ::= <DESCBCparameters>
<DESCBCparameters> ::= <IV>

<IV> ::= <hexchari6>

<symencdek> ::= <DESECBencDESCBC> / <DESEDEencDESCBC>
<DESECBencDESCBC> ::= <hexchari6>

<DESEDEencDESCBC> ::= <hexchari6>

<symencmic> ::= <DESECBencRSAMD2> / <DESECBencRSAMD5>

<DESECBencRSAMD2> ::= 2%2<hexchari6>
<DESECBencRSAMD5> ::= 2*2<hexchari6>

<asymsignmic> ::= <RSAsignmic>
<RSAsignmic> ::= <encbin>

<asymencdek> ::= <RSAencdek>
<RSAencdek> ::= <encbin>

<hexchar16> ::= 16*16<hexchar>

Figure 2.15 PEM Cryptographic Algorithms, Modes, and Identifiers

2.4.2 MIC-ONLY or MIC-CLEAR
Public Key Variant

‘Table 2.4 shows the format of MIC-ONLY and MIC-CLEAR messages using
public keys. Figure 2.22 is an example of a MIC-ONLY message. MIC-
ONLY messages encode their messages as described in Section 2.1. MIC-
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Proc-Type: 4,ENCRYPTED

Content-Domain: RFC822

DEK-Info: DES-CBC,BFFO68AA74691AC1

Originator-Certificate:
MIIB1TCCAScCAWUWDQYJKoZIhvcNAQECBQAWUTELMAKGA1UEBhMCVVMxIDAeBgNV
BAoTF1JTQSBEYXRhIFN1Y3VyaXR5LCBIbmMuMQ8wDAYDVQQLEwZCZXRhIDEXDzAN
BgNVBAsTBkSPVEFSWTAeFwOSMTASMDQx0DH4MTdaFwO5MzASMDMX0DMAMT ZaMEU
CzAJBgNVBAYTALVIMSAwHgYDVQQEKExdSUOEgRGFOYSBTZWN1cm10eSugSW5 jLIEU
MBIGA1UEAXMLVGVzdCBVc2VyIDERWTAKBgRVCAEBAgICAANLADBIAKEARHZH17i+
chthjJCoszdBerAiLAnSC+CnnjDJELyuQingGrgIh3j8/x0fH+YrsyF1u3F
LZPVtz1lndhYFJQIDAQABMAOGCSqGSIb3DAEBAgUAA1KACKrOPgphJYwl j+YPtcIq
iW1FPuN5jJ79Khfg7ASFxskYKEMjRNZV/HZDZQERt VaU7 Jxfzs 2w fX5byMp2X3U/
5XUXGx7qusDgHQGs7 JkOWBCW1fuSWUgN4w==

Key-Info: RSA,
I3rRIGXUGWAFSjs5wCzRTkdh034PTHARZYSTuvmO3M+NM7fx6qc5udixps2lng0+
wGrtiUm/ovtKdinz6Z2Q/aq==

Issuer-Certificate:
MIIB3DCCAUgCAQowDQYJKoZIhvcNAQECBQAWTZELMAKGA1UEBRMCVVMxIDAeBgHY
BAoTF1JTQSBEYXRhIFN1Y3VyaXR5LCBIbmMuMG8wDQYDVAQALERZCZXRhIDEXDTAL
BgHVBAsTBFRMQOERHhcNOTEwOTAXMDgwMDAuWhcHOTIn0TAXMDc10TUSWjBRMQsw
CQRYDVQQGEwJVUZzEgMB4GA1UEChMXULNBIERhdGEgU2V jdXJpdHksIELuYy4xDzAN
BgHVBAsTBkJ1dGEgMTEPMAOGA1UECXMGTkOUQVJZMHARCEYEVQEBAQICAraDYghw
XwJYCsnp61QCxYykN10DwutF/ jMI3kL+3P;jYyHOuk+/9rLg6X65B/LDAbIH05XW
cqAz/7R7XhjYCmOPcgbdzoACZtI1ETrKrcJiDYoP+DkZ8k1gCk7hQHpbIwIDAQAB
MAOGCSqGSIb3DREBAgUAA3BAAICPVATOGX/tY4+p+4DB7MV+tKZnvBoy8zgoMGOx
dD2jMZ/3HsyWKWgSFOeH/AJB3qrozosG47pyMnT£3aSy2nB07CMxpUNRBcXUpE+x
EREZd9++320fGBIXaialn0gVUn00zSYgugiQ077nJLDUjOhGehCizEs5wUI35abh

MIC-Info: RSA~MD5,RSA,
UdFJR8u/TIGhfHE65ieewe210W4t00a3vZiCvVNGBZirf/7nrgzWDABz8wONsXSexv
AjRFbHoNPzBuxwm0AFeAOHJszL4yBvhG

Recipient-ID~Asymmetric:

MFEXCzAJBgNVBAYTALVTMS AwHgYDVQQKExdSUOEgRGFOYSBTZWN1cm10eSugSWS j
LjEPMAOGAIUECXMGQmVOYSAxMQ8wDQYDVQGLEwZOT1RBUlk=,

66

Key-Info: RSA,

06BS1ww9CTyHPtS3bMLD+LOhe jdvX6QviHK2ds2sQPEaXhX8EhvVphHYT jwekdWy
7x0Z3Jx2vTAhOYHMcqqCjA==

qeW1j/YJ2Uf5ng9yznPbtDOmY1oSwIuVOFRYx+gzY+81iXd/NQrXHfi6/MhPfPF3d
jIqCJAxvlexquimUzoSia4r7kQQSc/Iua4Lquq3cinEv/HbZhA==

Figure 2.16 Example ENCRYPTED Message (Public Key Case)
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public key

private key
message hash cryptography:
digest signing of Originator
secret key
cryptography: encrypted MIC
encryption message
secret key
DEK cryptography: encrypted
encryption Mic
public key
cryptography: encrypted
encryption DEK

public key

of Recipient

Figure 2.17 Processing of PEM message on sender side: ENCRYPTED

Table 2.4 MIC-ONLY or MIC-CLEAR Public Key Format

====BEGIN PRIVACY-EFHANCED MESSAGE-----

pre-encapsulation boundary

Proc-Type: 4, HIC-0NLY or RIC-CLEAR

type of PEM message (version,type)

Content-Domain: RF(§22

message form

Originator-Certificate: cybercrud

sender’s encoded certificate (optional)

Originator-ID-Asymmetric: cybercrud,number

sender ID
{present only if sender’s certificate not present)

Issuer-Certificate: cybercrud

sequence of zero or more CA certificates

(possibly whole chain from the sender’s
certificate to the IPRA’s)

EIC-Info: RSA-EDz,RSA, cybercrud message digest algorithm, message digest
encryption algorithm, encoded encrypted MIC
Blank line

message message (encoded if MIC-ONLY)

====EFD PRIVACY-ENHANCED HE5SAGE-----

post-encapsulation boundary

CLEAR messages do not use encoding.

Secret Key Variant

Table 2.5 shows the format of MIC-ONLY and MIC-CLEAR messages using
secret keys. MIC-ONLY messages have their message contents encoded as
described in Section 2.1. MIC-CLEAR messages do not use encoding.
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(Recipient-ID-Asymmetric field,
known to the recipient)

private key
of Recipient

public key
cryptography:
decryption

encrypted DEK DEK*

(Key_info field, per_message_key subfield) (algorithm: Key_info field
encryption _algorithm subfield)

*: calculated value
l:l : value retrieved from received PEM message

C) : derived from retrieved value

Figure 2.18 Processing of PEM message on receiver side - Retrieve DEK:
ENCRYPTED

2.4.3 CRL-RETRIEVAL-REQUEST

Table 2.6 gives the format of a CRL-RETRIEVAL-REQUEST message.
Figure 2.23 is an example from RFC 1421 of such a request.

2.4.4 CRL

Table 2.7 gives the format for CRL messages. Figures 2.24 and 2.25 illus-
trate CRL storage request and retrieval reply messages.
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Table 2.5 MIC-ONLY and MIC-CLEAR. Secret Key Format

----BEGIN PRIVACY-ENHANCED NESSAGE-=-=~-- pre-encapsulation boundary
Proc-Type: 4, ENCRYPTED type of PEM message (version,type)
Content-Domain: RFC822 message form

friginator-ID-Synmetric:
issuing authority, version/expiration

entity identifier,

sender 1D

Recipient-ID-Symmetric:
issuing authority, version/expiratio
Koy-Info: RSA, cybercrud :

entity identifier

For each recipient:
recipient ID; key-info for recipient

Blank line

message message (encoded if MIC-ONLY)
~===FEED PRIVACY-ENHANCED MESSAGE----- post-encapsulation boundary

Table 2.6 CRL-RETRIEVAL-REQUEST Format
====-BEGIN PRIVACY-ENHANCED HEESSAGE~---- pre-encapsulation boundary
Proc-Type: 4,CRL-RETRIEVAL-REQUEST type of PEM message (version,type)
Issuer: cybercrud for each CRL requested:
. the encoded X.500 name of the issuing CA
----EFD PRIVACY-ENHANCED NESSAGE-=---= post-encapsulation boundary

Table 2.7 CRL Format

~===BRGIF PRIVYACY-ENHAECED EESSAGE----- pre-encapsulation boundary
Proc-Type: 4,CRL type of PEM message (version,type)

CRL: cybercrud

For each CRL retrieved:

Originator-Certificate: cybercrud encoded X.509 format CRL; encoded
: : X.509 certificate of the CA that issued the CRL
====EFD PRIVACY-EFHANCED HESSAGE--=-- post-encapsulation boundary
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DEK*
(MIC_info field, MIC subfield)

\

encrypted MIC

secret key
cryptography:
decryption

MIC*

(algorithm: DEK _info field,
K_\ v message_encryption_algorithm
subfield)

(DEK _info field, IV subfield)

secret key
cryptography:
decryption

plaintext

encrypted message

) ,

(Ciphertext field)

message*

DEK*

*: calculated value

l:l : value retrieved from received PEM message

Figure 2.19 Processing of PEM message on receiver side - Retrieve plain-
text message and MIC: ENCRYPTED

2.5 Privacy in PEM

The cryptographic algorithms, modes, and identifiers for PEM are defined
in RFC 1423, [1] along with the content description in RFC 1421, [9]. The
structural definition in BNF form appears in Figure 2.15.

The cryptographic functions used in PEM are:
e DES-CBC - (Data Encryption Standard Cipher Block Chaining) for
secret key encryption of messages.

e DES-EDE - (DES encrypt-decrypt-encrypt) for secret key encryption
of DEKs.
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(Originator-ID or Originator-Certificate field)

public key

of Originator

i

public key
cryptography:
verifying

MIC*

True / False

plaintext message
message* digest
(algorithm: MIC_info field,

(algorithm: MIC_info field, message_digest_encryption_algorithm
message_digest_algorithm subfield) subfield)

*: calculated value

|___| : value retrieved from received PEM message

Figure 2.20 Processing of PEM message on receiver side - Verify digital
signature: ENCRYPTED

o DES-ECB - (DES electronic code book) for secret key encryption of
DEKs.

o RSA - (Rivest, Shamir, and Adleman) for public key encryption of
DEKs and signatures.

e RSA-MD2 - (RSA message digest 2) for secret key computation of
message integrity codes.

e RSA-MD5 - (RSA message digest 5) for secret key computation of
message integrity codes.

2.6 Awuthentication in PEM

2.6.1 Certificates

Authentication in PEM is done using certificates. Certificates are data
structures which contain the public information of users. This public infor-
mation includes:
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Proc-Type: 4,ENCRYPTED

Content-Domain: RFC822

DEK-Info: DES-CBC,F8143EDES960C597

Originator-ID-Symmetric: linn@zendia.enet.dec.com,,

Recipient-ID-Symmetric: linn@zendia.enet.dec.com,ptf-kmc,3

Key-Info: DES-ECB,RSA-MD2,9FD3AAD2F2691B9A,
B70665BBOBF7CBCDA60195DB94F727D3

Recipient-ID-Symmetric: pem-dev@tis.com,ptf-kmc,4

Key-Info: DES-ECB,RSA-MD2,161A3F75DC82EF26,
E2EF532C65CBCFF79F83A2658132DB47

LLrHBOeJzyhP+/fSStdW8okeEnv47 jxe7SJ/iN720hNcUk2 jHEUSoH1nvNSIWLOM
8tEjmF/zxB+bATMtP jCUWbz8Lr9w1loX Ik jHULBLpvXROUrUzYbkNpkOagV2IzUpk
J6UiRRGcDSvzrsoK+oRvquéz7Xs5Xfz5rDqUcM1K1Z26720dcBRGGsDLpTpSCnpot
dXd/HSLMDWnonNvPCwQUHt==

Figure 2.21 Example ENCRYPTED Message (Secret Key Case)

o User name.
o Public key.
o Name of issuer which vouches for information.
e Time interval over which data are valid.
RFC 1422 describes the key management architecture for public-key cer-

tificates. RFC 1422 and [2] define the certificate format as shown in Figure
2.26.

The integrity of a certificate is checked by verifying the signature in the
encrypted field against the certificate with the public key of the issuer of
the certificate.

The authenticity of a certificate is checked by seeing if there is a path
leading from the issuer back to the root certificate authority.

2.6.2 Certificate Hierarchy

User certificates are the leaves in a tree with the root certificate author-
ity, the Internet Policy Registration Authority (IPRA). The IPRA certifies
other certification authorities. These are known as Policy Certification Au-
thorities (PCAs). [2] lists three types of PCAs:
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Proc-Type: 4,MIC-DNLY

Content-Domain: RF(C822

Originator-Certificate:
HIIBlTCCAScCAHUwDQYJKoZIhvcNAQECBQAwUTELHAkGA1UEBhHCVVHxIDAeBgNV
BAoTF1JTQSBEYXRhIFN1Y3VyaXR5LCBIbmMuMQ8wDQYDVQQLERZCZXRh IDEXDZAN
BgNVBASTBk5PVEFSWTAeFwO5MTASMDOx0DMAMT daFw05Mz A SMDMXODMAMT ZaMEUx
CzAJBgNVBAYTA1VTHSAngYDVQQKEdeUOEgRGFOYSBTZHN1cmlOeSwgSHSijEU
HBIGAIUEAxHLVGVdeBVCZVyIDEwHTAKBgRVCAEBAgICAANLADBIAkEAwHZH17i+
chthjJCoszdBerAiLAnSC+Cnnj0JELyuQingGrgIh3j8/x0fH+YrsyF1u3F
LZPVtzlnthFJQIDAQABHAOGCSqGSIbBDQEBAgUAA1kACKr0PqphJYw1j+YPthq
iHlFPuNSjJ79thgTASFxskYkEHjRNZV/HZDZQEhtVaU?fozs2wa5bpr2X3U/
5XUXGx7qusDgHQGs7 JROWBCW1 fuSWUgN4w==

Issuer-Certificate:
HIIBSDCCAUgCAQowDQYJKoZIhchAQECBQAszELHAkGAlUEBhHCVVHxIDAeBgNV
BAoTF1JTQSBEYXRhIFN1Y3VyaXR5LCBIbmMuMR8wDGYDVQQLERZCZXRhIDEXDTAL
BgNVBAsTBFRHQOEthcHDTEwUTAxHDngDAthcNUTIwDTAxHDclDTUSHjBRHst
CQYDVQQGEHJVUzEgHB4GA1UEChHXU1NBIEthGEgU2VjdXdeHksIEluYy4xDzAN
BgNVBAsTBkJldGEgHTEPHAOGA1UECxHGTk9UQVJZHHAngYEVQgBAQICAerYgAw
XwJYCsnpSlQCnykHlDDwutF/jHJ3kL+3PjYyHka+/9rLgGX65B/LD4bJHtUSXH
chz/?R?thYCmOchbdzoACZtI1ETrKchiDYoP+DkZSklng7hQHprwIDAQAB
HAOGCSqGSIb3DQEBAgUAA38AAICPv4f9Gx/tY4+p+4DB7HV+tKvaBoySzgoHGOx
dD2jHZ/SHSyHKHgSFOeH/AJB3qr920sG47pyHan3aSy2nBO?CprUHRBcXUpE+x
EREZd9++320fGBIXaialnUgVUnODzSYgugiQOT?nJLDUjOthhCizEs5wUJ35a5h

MIC-Info: RSA-MD5,RSA,
jV20fH+nnXHU8an8kPAad/mSQlTDZleuvaAUVRZ5q5+Ej15vaquq0UNQjr6
EtE7K2QDeVMCyXsdJ1A8fA==

LSBBIG1lc3NhZ2Ume9yIHVzZSpriBOZXNOaHSnLgOKLSBGb2xsb3dpbmcgaXHg
YSBibGFuayBsaHSngOKDQpUaGlzIGlzIHRoZSBlmeuDQo=
----- END PRIVACY-ERHANCED MESSAGE-----

Figure 2.22 Example MIC-ONLY Message (Public Key Case)

To: cert-service@ca.domain
From: requestor@host.domain

Proc-Type: 4,CRL~RETRIEVAL-REQUEST
Issuer: <issuer whose latest CRL is to be retrieved>
Issuer: <another issuer whose latest CRL is to be retrieved>

Figure 2.23 Example CRL-RETRIEVAL-REQUEST Message
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To: cert-service@ca.domain
From: requestor@host.domain

Proc-Type: 4,CRL

CRL: <CRL to be stored>

Originator—Certificate: <CRL issuer’s certificate>

CRL: <another CRL to be stored>

Originator-Certificate: <other CRL issuer’s certificate>
----- END PRIVACY-ENHANCED MESSAGE-----

Figure 2.24 Example CRL Storage Request

To: requestor@host.domain
From: cert-service@ca.domain

Proc-Type: 4,CRL

CRL: <issuer’s latest CRL>

Originator-Certificate: <issuer’s certificate>

CRL: <other issuer’s latest CRL>
Originator-Certificate: <other issuer’s certificate>
----- END PRIVACY-ENHANCED MESSAGE-----

Figure 2.25 Example CRL Retrieval Reply
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The X.509 certificate format is defined by the following ASKN.1

syntax:
Certificate ::= SIGNED SEQUENCE{
version [0] Version DEFAULT v1988,
serialNumber CertificateSerialNumber,
signature AlgorithmIdentifier,
issuer Hame,
validity Validity,
subject Name,
subjectPublicKeyInfo SubjectPublicKeyInfo,
issuerUniqueldentifier Optional (permitted in version 2 enly),
subjectUniqueldentifier Dptional (permitted in version 2 only),
algorithmIdentifier repeat of signature field
encrypted signature on all but last of above fields}
Version ::= INTEGER {v1988(0)}
CertificateSerialNumber ::= INTEGER
Validity ::= SEQUENCE{
notBefore UTCTime,
notAfter UTCTime}
SubjectPublicKeyInfo ::= SEQUENCE{
algorithm Algorithmldentifier,
subjectPublicKey BIT STRING}

AlgorithmIdentifier ::= SEQUENCE{
algorithm OBJECT IDENTIFIER,
parameters ARY DEFINED BY algorithm DPTIONAL}

The components of this structure are defined by ASK.1 syntax defined
in the X.500 Series Recommendations. RFC 1423 provides references
for and the values of AlgorithmIdentifiers used by PEM in the
subjectPublicKeyInfo and the signature data items. It also describes
how a signature is generated and the results represented. Because
the certificate is a signed data object, the distinguished encoding
rules (see X.509, section 8.7) must be applied prior to signing.

Figure 2.26 Certificate Syntax
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/LPRA\
HACA\ DACA NACA PCAs

/ \ / \ various organizations’
/HACA HACA CA CA CA CA CAs
CA

individual HACA CA individuals or CAs

hvidual indl\dual individual

Figure 2.27 PEM Certificate Hierarchy

o High Assurance Certification Authorities (HACAs). HACAs will
not grant a certificate to organizations unless they are also highly
assured.

o Discretionary Assurance Certification Authorities (DACAs). DA-
CAs do not impose constraints on organizations they certify except
to ensure that organizations are who they say they are.

o No Assurance Certification Authorities (NACAs). NACAs have no
constraints except they cannot issue two certificates with the same
name. No assurance is given that the organizations or people they
certify are using their real identities.

Figure 2.27 illustrates the certification tree hierarchy.

2.6.3 Certificate Revocation Lists

A certificate revocation list (CRL) is a list of serial numbers of certificates
that are invalid, much like a listing of bad credit cards. CRLs are updated
periodically, so they also include the period of time they cover.

Figure 2.28 shows the CRL syntax as specified by RFC 1422.

2.7 Integrity in PEM

Integrity is maintained by either message integrity codes or digital signa-
tures. Both are denoted as MICs in this report. MICs are computed for the
message and included as part of the header. In secret key variant, recipients
of the message compute the MIC for the message they receive and compare
it to the MIC sent in the header. If the MICs match, then the message was
unaltered (see Figure 2.8).
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The following ASH.1 syntax, derived from X.509 and aligned with the
suggested format in recently submitted defect reports, defines the
format of CRLs for use in the PEM environment.

CertificateRevocationList ::= SIGNED SEGUENCE{
signature AlgorithmIdentifier,
issuer Name,
lastUpdate UTCTime,
nextUpdate UTCTime,
revokedCertificates

SEQUENCE OF CRLEntry OPTIONAL)}

CRLEntry ::= SEQUENCE{
userCertificate SerialNumber,
revocationDate UTCTime}

Figure 2.28 Certificate Revocation List Syntax

In public key variant, recipients of the message compute the message
digest of the message they receive, and verify the MIC sent in the header
against the computed message digest with sender’s public key. If it succeeds,
the message was unaltered (see Figures 2.9 and 2.20).

CRLs and certificates are signed. The signature of a CRL or certificate
is included so the recipient can validate the CRL or certificate against the
signature which was sent.

2.8 Non-repudiation in PEM

When public-keys are used, signatures provide non-repudiation as only the
originator could have created the signature of a message, MIC, CRL, or
certificate.
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Chapter 3

PEM in Higher-Order
Logic

In this chapter, we show the development of all the security functions that
are needed to address the security issues raised before: privacy, authenti-
cation, integrity, and non-repudiation. The development is done in higher
order logic using the HOL system, [5]. Standard predicate calculus nota-
tion is used, A, V,—, D denote and, or, negation, and implication. ¥V and 3
denote for all and there exzists. cond — 11|tz denotes if cond is true then
t, else t5. T It denotes a theorem, i.e. whenever the list of logical terms
in T are all true, then the conclusion ¢ is guaranteed to be true. The logi-
cal development presented in this paper is a conservative extension of the
HOL logic, i.e. no axioms were used and the underlying definitions are
guaranteed to be consistent. Definitional extensions to HOL are denoted
by ‘_def~

3.1 Security Functions in HOL

Throughout this report, we identify a person by his/her keys. In public
key cryptography, the person is identified by public key which is known to
everyone. Since a private key belongs to only one owner, the corresponding
public key uniquely identifies a person. In secret key cryptography, two
or more people who share a secret key are identified by that secret; a key
uniquely identifies the group who shares it.

3.1.1 Privacy

Function is_Private checks the privacy property of a mail message. It
declares the message as private if the decrypted received message matches
that of the original plaintext. '
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Since both secret key encryption and public key encryption are used
to protect the privacy of messages, two variants of is_Private are given.
The difference between is_PrivateS for secret key and is_PrivateP for
public key is: secret key encryption takes an initial vector while public key
encryption does not.

is_PrivateS has parameters: 1) decryptS - a secret key decryption func-
tion, 2) message - the original plaintext, 3) remsg - the received (encrypted)
message, 4) decryptIV - initial vector for decryption and 5) key - the shared
secret key.

is_PrivateS
Fqg VYdecryptS message rxmsg decryptIV key.
is_PrivateS decryptS message rxmsg decryptIV key =
decryptS rxmsg key decryptIV = message

is_PrivateP has parameters: 1) decryptP - a public key decryption
function, 2) message - the original plaintext, 3) rzmsg - the received ci-
phertext and 4) dkey - the private key of the recipient

is_PrivateP
Fg¢:y VdecryptP message rxmsg dkey.
is_PrivateP decryptP message rxmsg dkey =
decryptP rxmsg dkey = message

is_Private is true if and only if there is one and only one person who
can read the original message, namely the intended recipient.

When a mail message satisfies assumptions listed below, the correctness
theorem of is_Private can be proved by using definitions of is_PrivateS
and is_PrivateP. The assumptions are: 1) The received message is the
same as the transmitted message, 2) the transmitted message is the original
message encrypted with a key (either a shared secret key, or a public key),
3) for any encryption key, (in either secret key cryptography or public
key cryptography), there is an unique decryption key which can be used
to retrieve the original text. They are taken as antecedents of a nested
implication.

Theorem is_Private DEK is the privacy property of the DEK used in
PEM which is encrypted with the recipient’s public key and is retrieved
using the recipient’s private key. (See Figure 2.18.)
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is_Private_DEK )
F  VdecryptP encryptP message txmsg rxmsg ekey dKEYO dkey.
(rxmsg = txmsg) D
(txmsg = encryptP message ekey) D
(Vmsg. decryptP (encryptP msg ekey) dKEYO = msg) D
(Vmsg d2.
(decryptP (encryptP msg ekey) d2 = msg) D (d2 = dKEY0)) D
({(dkey = dKEYO) = is_PrivateP decryptP message rxmsg dkey)

Theorem is_Private_msg is the privacy property of the original plain-
text message in PEM which is retrieved with the DEK. Since DEK is known
only to the intended recipient, as proved by theorem is_Private. DEK, the
confidentiality of the message is preserved.

is_Private_msg
F VdecryptS encryptS message txmsg rxmsg decryptIV KEYO key.

(rxmsg = txmsg) D

(txmsg = encryptS message KEYO decryptIV) D

(Vmsg key.
(decryptS (encryptS msg key decryptIV) key decryptIV = msg) A
(Vmsg keyl. (decryptS msg keyl decryptIV

= decryptS msg key decryptIV) = key = keyl)) D
({(key = KEYO) =
is_PrivateS decryptS message rxmsg decryptIV key)

In both cases, if the received message is not the same as that trans-
mitted, that is, either the data exchange key (DEK) is modified or the
encrypted message is modified over the net, the intended recipient of the
message will not be able to read it. The plaintext message is still private
since nobody else can retrieve it, but the recipient encounters a denial-of-
service attack here.

3.1.2 Source Authentication

We have defined source authentication in two ways. If verification of the
signature against the received message succeeds, the recipient is sure of
the source of the received message. In is_Authentic, the signature is
verified against the original message. In is_Authentic2, the MIC (digital
signature) of the message is verified against the hash of a message.

The parameters is_Authentic takes are: 1) verify- public key signature
verification function, 2) message - plaintext, 3) signature - signature of the
plaintext, 4) ekey - signer’s public key.
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is_Authentic
gy Vverify message signature ekey.
is_Authentic verify message signature ekey =
verify message signature ekey

The parameters is_Authentic2 takes are: 1) verify - public key signa-
ture verification function, 2) hash - message digest algorithm, 3) message
- plaintext, 4) mic - digital signature of the plaintext, 5) ekey - signer’s
public key.

is_Authentic2
4y Vverify hash message mic ekey.
is_Authentic2 verify hash message mic ekey =
verify (hash message) mic ekey

The desired property of source authentication is the check is true if and
only if the originator of the message is the one identified by the public key
we use to verify the signature.

The assumptions we made on source authentication are: 1) the received
message is the same as transmitted, 2) the transmitted message is a digital
signature of plaintext, 3) there is an unique private key dKEY0 associated
with a signature which can be verified through the corresponding public
key ekey.

In the following theorem it is proved that if these assumptions are sat-
isfied, the originator of the transmitted plaintext is known if and only if it
passes the is_Authentic2 check.

is_Authentic_msg
t  Vverify sign hash message txmic rxmic ekey dKEYO dkey.
(rxmic = txmic) D
(txmic = sign (hash message) dkey) D
(Vm1 m2 dkey2. verify mi (sign m2 dkey2) ekey = dkey2 = dKEYO)D
((dkey = dKEYO) = is_Authentic2 verify hash message rxmic ekey)

If the first assumption is not satisfied, the source authentication fails
and and the recipient of the message cannot be sure of the source of the
message.
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not_Authentic

b VYverify sign hash MESSAGEO txmic rxmic ekey dKEYO.
(txmic = sign (hash MESSAGEO) dKEYO) D
(Vi1 m2. verify ml m2 ekey = m2 = sign ml dREYO) D
(Vml m2 dkeyl dkey2. (sign m! dkeyl = sign m2 dkey?2)

D (ml = m2) A (dkeyl = dkey2)) D

—(rxmic = txmic) D
—(is_Authentic2 verify hash MESSAGEO rxmic ekey)

3.1.3 Integrity

is_Intact is defined for message integrity checking. It takes several param-
eters: 1)verify - a function verifies the signature, which takes a plaintext
message, a signature and a key, and returns true if the signature is signed
on the given plaintext with the private key paired with the given key, oth-
erwise, it returns false. 2) hash - the message digest algorithm; 3) message
- the plaintext part of the message retrieved from the mail; 4) ekey - the
public key of originator used by the recipient to verify a signature; and 5)
mic - the received digital signature of the message.

It declares both the message and its digital signature are intact if the
verification of the digital signature of the original message against the hash
of the received message succeeds. The definition matches the scheme shown
in Figure 2.9.

is_Intact
k4 Vverify hash message mic ekey.
is_Intact verify hash message mic ekey =
verify (hash message) mic ekey

The assumptions made about the received message are: 1) the received
signature is generated by signing the hash (message digest) of the trans-
mitted message. 2) it is computationally infeasible to find two messages
m; and mg which hash to the same value, so if two hashes are equal the
two messages are the same; 3) the verification process succeeds if and only
if the signature is generated on the plaintext that is being verified.

What we want is for is_Intact to be true is-and-only-if the received
message is identical to the one transmitted. Under these assumptions, the
correctness theorem is proved using the definition of is Intact with the
assumed properties in the antecedent of the nested implication.
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is_Intact_msg
F Vverify sign hash txmessage rxmessage txmic rxmic ekey dkey.
(txmic = sign (hash txmessage) dkey) D
(rxmic = txmic) D
(¥m1 m2. (hash mi = hash m2) 3 (ml = m2)) D
(V¥e1 s2. verify s1 (sign s2 dkey) ekey = s1 = s2) D
((rxmessage = txmessage)
= is_.Intact verify hash rxmessage rxmic ekey)

When the received MIC is not the same as the one sent by originator,
the following theorem proves that the recipient cannot be sure the integrity
of either MIC or plaintext message.

not_Intact =
F  Vverify sign hash MESSAGEO txmic rxmic ekey dKEYO.

(txmic = sign (hash MESSAGEO) dKEYO) D

(Ym1 m2. verify ml m2 ekey = m2 = sign m1 dKEYO) D

(Vm1 m2 dkeyl dkey2. (sign m! dkeyl = sign m2 dkey?2)
D (mi = m2) A (dkeyl = dkey2)) D

=(rxmic = txmic) D

—(is_Intact verify hash MESSAGEO rxmic ekey)

3.1.4 Non-Repudiation

is_non_Deniable is the security check of the non-repudiation of the mes-
sage system. It checks the non-deniability of the sender of the message
by verifying the signature against the received plaintext. It has following
parameters: 1) verify - public key signature verification function, 2) mes-
sage - original plaintext, 3) signature - signature of the plaintext, 4) ekey -
signer’s public key. Since both source-authentication and non-repudiation
of a message is obtained through its signature, is_non_Deniable is defined
in the same way as is_Authentic.

is_non_Deniable
Fag  VYverify message signature ekey.
is_non_Deniable verify message signature ckey =
verify message signature ekey

The assumptions we made for checking the non-deniability of a mes-
sage are: 1) the received MIC is the same as the transmitted MIC, 2) the

42




3.1. SECURITY FUNCTIONS IN HOL

transmitted MIC is generated by the originator on plaintext MESSAGEDQ,
3) it is computationally infeasible to find two messages m1 and m& which
hash to the same value, so if two hashes are equal the two messages are
the same. 4) it is computationally infeasible to find two messages ml and
m2 and two private keys kI and k2, which can generate same signature, so
if we can verify one signature against a message with a public key, then
the private key and the plaintext used to generate signature are unique.
If the above assumptions are satisfied, the verification process succeeds if
and only if the signature is generated on the plaintext that is being verified
with the unique private key that is known only to the signer. This scheme
matches that shown in Figure 2.9.

Under the above assumptions, the non-repudiation check is true if and
only if the received message is generated by the originator whose public key
is ekey, so that the originator cannot deny having sent the message. The
correctness theorem is_non_Deniable msg is proved using the definition
of is_non.Deniable.

is_non_Deniable_msg
I Vverify sign hash message MESSAGEO txmic rxmic ekey dREYO dkey.
(rxmic = txmic) D
(txmic = sign (hash MESSAGEO) dkey) O
(vmi m2. (hash mi = hash m2) = mi = m2) D
(Ymi m2 dkey2. verify ml (sign m2 dkey?2) ekey
= (m1 = m2) A (dkey2 = dKEY0)) D
((dkey = dKEYO) A (message = MESSAGEO) =
is_non_Deniable verify (hash message) rxmic ekey)

When the received MIC is not the same as transmitted MIC, then the
recipient cannot show to a third party that the originator has indeed sent
the message. This is shown in the theorem follows.

is_deniable =
I Vverify sign hash MESSAGEO txmic rxmic ekey dKEYO.

(txmic = sign (hash MESSAGEO) dREYO) D

(Vml m2. verify ml m2 ekey = m2 = sign mi dKEYO) D

(Vmi m2 dkeyl dkey2. (sign mi dkeyl = sign m2 dkey2)
5 (mi = m2) A (dkeyl = dkey2)) D

—(rxmic = txmic) D

—(is_non_deniable verify (hash MESSAGEO) rxmic ekey)

The definitions and properties developed in this section are independent
of any particular implementation. What we must do is link the particular
implementation to the general definitions and properties. For this we must
define the structure of PEM messages in detail.
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3.2 Message Structure in HOL

Each PEM message type has public key variant and private key variant.
In this section, only the public key variant will be discussed, since it is
the only one in use. Also, some PEM messages are encoded to avoid the
“mailer mangling” problem. Encoding is not discussed here as it does not
contribute to the security services we are concerned with in this report.

As an example, we discuss the structure of MIC-CLEAR, messages using
public-key signature algorithms. Table 2.4 shows the format of MIC-ONLY
and MIC-CLEAR messages using public keys. Figure 2.22 is an example
of a MIC-ONLY message. MIC-ONLY messages encode their messages to
avoid mailer problems. MIC-CLEAR messages do not use encoding.

MIC-CLEAR messages are 8-tuples: (preebxproctype x contentdomain x
id_asymmetricx (certificate)list x MIC _infox pemtext X posteb) as shown
in Table 2.4. However, not all 8-tuples are valid MIC-CLEAR messages.
When a proper subset of possible representations is identified as a new type,
reasoning about messages is simplified because only valid representations
are considered. The next section briefly illustrates the concepts of defining
new types in HOL.

3.2.1 Type Definition in HOL

New types are introduced in HOL by identifying a subset of an existing
type whose properties correspond to the properties of the new type, [11].
Isomorphic (one-to-one and onto) mappings between elements of the new
type and elements of the subset of the existing type are defined. One
mapping is the representation of the new type in terms of the existing type.
The other is the abstraction of the existing type into the new type.

For example, say we wish to introduce the type color which has only
two members, black and white. In BNF, we write:

color ::= black | white (3.1)

Suppose we choose to represent color by the cartesian product bool x bool.
There are four elements in bool x bool but only two are needed. We choose
to represent black as (T, F') and white as (F,T) as shown in Figure 3.1.

Defining new types in HOL is a three-step process. The first step finds
an appropriate subset of an existing type to represent the new type. The
second step extends the syntax of HOL to include the new type by using
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-

New Type: color Existing Type: (bool x bool)
black ( (TF) (T7)
white (F,T) (F,F)
J \

Figure 3.1 Defining Type color

a type definition aziom which defines the relationship between the new
type and its representation. Finally, from the type definition axiom, the
properties of the new type are derived.

In our example, the valid representation of boolean pairs is defined by
is_Color.

is_Color (z,9) = () = (T,F) V (z,9) = (F, T)) ' (3.2)

As there is at least one value of (z, y) which satisfies is_Color, the follow-
ing type definition axiom holds which states that there is a representation
function rep which is isomorphic between black and white and (T, F') and
(F,T).

F 3 rep : color — (bool X bool). (3.3)
(Va1 az.repag =repaz D a1 = az) A
(¥r : (bool x bool).is.Color r = (a : color.r = rep a))

A valid representation function for color is any function which has the
isomorphic properties defined above.

~ We refer to objects having a property P with Hilbert’s e-operator, f11}.
The semantics of £ are given below.

F VP.(3z.P z) D P(ez.P ) (3.4)

For example, if P & were 1 < z < 4 where & is a natural number, ez.P
would be either 2 or 3 and P(ez.P z) is true.

We define the representation and abstraction functions REP_color and
ABS_color as follows.
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TYPE_DEF P rep = (3.5)
(Vaj az.repay =repag D ag = az) A
(Vr.Pr = (Ja : color.r = rep a))

REP color = erep.TYPE_DEF is_Color rep (3.6)
ABS.colorr = (ea.r = REP_color a) (3.7)

REP_color is any function satisfying the one-to-one and onto properties
of TYPE_DEF. ABS_color rreturns a color whose representation is 7. Given
the associations in Figure 3.1 we define black and white as follows.

black = ABS_color (T,F) (3.8)

white ABS_color (F,T) (3.9)

Given the definitions of TYPE_DEF, REP_color, the semantics of €,
and A BS._color, the following properties are easily proved. These properties
state that REP_color is one-to-one and onto; A BS_color is one-to-one and
onto within the constraints of is_Color; and REP_color and ABS._colorinvert
each other.

FVay aj. (3.10)
REP color a1 = REP _color az D (a1 = az)

b Vr.is Color r = (3a.r = REP_color a) (3.11)

F V71 ra.45 Color r1 D (és_Color r5 D (3.12)
(ABS color r1 = ABS_ color r5 D1y = r2))

FVa.3r.(a = ABS_r) Ais.Color r (3.13)

F Va.ABS color(REP color a) = a (3.14)

F Vr.is_Color r = (REP_color(ABS_color r) = r) (3.15)

The same techniques used to define color are generally applicable. In
the next section, we show how to apply type definition techniques to the
message integrity code field of messages.
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3.2.2 MIC.info as a Type

We focus on the MIC_info portion of a message. Figure 2.13 gives the BNF
definition of <micinfo>. It is a 3-tuple where the first element identifies the
hash function used to compute the MIC; the second element is the signature
algorithm used to encrypt the MIC; and the third element is the signed
message digest for the transmitted message. The particular algorithms are
defined in Figure 2.15.

As some of the algorithms (like RSA) are used in more than one capacity,
we first introduce the algorithm identifiers as a separate abstract type —
algid, i.e. we do not care about how the members of the type are actually
represented.

algid ::= DES_CBC|DES.EDE|DES_ECB] (3.16)
RSA|RSA_MD2|RSAMD5

Valid MIC_Info fields are a proper subset of all 3-tuples of (algidx algidx
asymsignmic) The predicate is_MIC_info identifies the valid 3-tuples for
MIC_Info. Note, FST and SND are destructors for pairs, e.g. FST (a,b,c)
= a and SND (a,b,c) = (b,c).

is MICanfox = (3.17)
({FST ¢ = RSA_MD2) v
(FST z = RSA_MD5)) A
((FST(SND z) = DES_.EDE) Vv
(FST(SND z) = DES_ECB) vV
(FST(SND z) = RSA))

From the definition of is_MIC_info we can prove the theorem F Jz.is_-
MIC __info x which allows us to introduce a new type MIC_info as follows.

F 3rep. TYPE_DEF is MIC_nfo rep (3.18)

Using the above type definition axiom, we define the representation
function REP_MIC_info and the abstraction function MIC_info as follows,
(notice that the abstraction function is the same name as the MIC-info field
identifier).
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REP MICinfo= (3.19)
erep. TY PE_DEF is . MIC_info rep

MIC.nfor = (ea.r = REP.MIC info a) (3.20)

The properties of REP_MIC_info and MIC_info are proved in exactly the
same way as the properties of the representation and abstraction functions
are for color. The next two theorems state that REP_MIC_info is one-to-one
and onto. '

FVaod' (REP_MIC infoa= REP_MIC info ayda=d (3.21)
FVris MICinfor = (3ar = REP_MIC_ info a) (3.22)
The next two theorems state that MIC_info is one-to-one and onto.

FVre'is MIC infor D is-MIC_infor' D (3.23)
((MICInfor=MICInfor') D r=1')

FVa.3r(a=MIC Infor)Ais-MIC_infor (3.24)

The next two theorems state that MIC_info and REP_MIC_info are in-
verses.

FVa.MIC Info(REP_MIC nfoa)=a (3.25)

bk Vris MIC.infor = REP_MIC_info(MIC Infor)=r (3.26)

Since MIC-CLEAR messages are 8-tuples, and given the formal defini-
tion of each of the message fields as data types, we define various accessor
functions to get the MIC hash, signature, and signed MIC portions of the
MIC_Info field.

get-MIC.algid x = FST(REP_MICinfo z) (3.27)
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get MIC_sigalgid ¢ = FST(SND(REP_MICnfo z)) (3.28)

get_MIC . mic ¢ = SND(SND(REP-MIC.info z)) (3.29)

Based on the above characterization of MIC_info as a type, any & which
is a member of MIC.info has a valid representation as a 3-tuple (algid x
algid x asymsignmic). This is stated by the following theorem.

b Vz.is MIC_info(REP_MIC_info «) (3.30)

The above theorem coupled with the definition of is_MIC_info leads
to the following correctness properties of the hash and signature accessor
functions. In particular, each accessor function when applied to a valid
MIC_info field will yield only the specified hash and signature algorithms.

+ Va.(get MIC algid ¢ = RSAMD2)V (3.31)
(get-MIC_algid z = RSA_MDs5)

+ V. (get-MIC sigalgid z = DES_EDE)vV (3.32)
(get-MIC _sigalgid = = DES_ECB)V
(get-MIC _sigalgid = = RSA)

As the algorithm names in the M C_info field are just names and not the
actual hash and signature functions, we define signature and hash selector
functions which take a function name and return its corresponding function.
For simplicity, we do not define the actual functions here, but just define
them as function names with the proper type signatures. For example,
fDES_EDE is of type asymsignmic — key — asymsignmic and is the
signature function corresponding to DES_EDE.

MIC _sign_select x = (3.33) -
((get-MIC_sigalgid ¢ = DES_EDE) — sDES_.EDE
|((get-MIC_ sigalgid © = DES_ECB) — sDES_ECB|sRSA))

MIC hash_select ¢ = (3.34)
((get-MIC_algid x = RSA_MD?2) — fRSA_MD2|fRSA_MDS5)

Other selector and accessor functions are defined similarly and have
properties similar to those shown above. The development of these func-
tions is listed in the appendices.
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3.3 Functions for MIC-CLEAR Messages

Given the MIC accessor functions for MIC-CLEAR, message, the hash and
signature selector functions, and the general integrity checking function
is_Intact, we now define the integrity checking function MIC_CLEAR _is_-
Intact for MIC-CLEAR messages. It is the general integrity function
is Intact with its parameters specialized with the hash and signature se-
lection functions.

MIC CLEAR_ is_Intact msg = (3.35)
(let micInfo = get . MIC CLEARMIC _Info msg
in
let ekey =
get-Key_from_ID (get Originator AsymID _info msg)
n
is_Intact
(MIC_sign_select micInfo)
(MIC _hash_select micInfo)
(9et-MIC_CLEAR_tezt msg)
(9et M IC _mic micInfo) ekey)

Given the definition of MIC_CLEAR _is Intact and the general cor-
rectness theorem is_Intact, we can prove the following correctness theorem
for MIC_CLEAR _is_Intact. It states that under similar assumptions to
the general is_Intact correctness theorem, MIC_CLEAR _is_Intact is true
if-and-only-if the transmitted and received messages are the same. When
MIC_CLEAR is_Intact is false, then what was received differs from what
was transmitted. The theorem assures that given the assumptions the in-
tent of the integrity function is satisfied for MIC-CLEAR. messages. Similar
functions for other message types and security properties can be defined and
verified.

F Vmic_clear_msg sign tzmessage dkey. (3.36)
let miclnfo =
get- MIC_CLEAR.MIC _Info mic.clear_msg
n
let ekey = get_Key_from_ID
(get-Originator_AsymID_info mic-clear _msg)
in
let hash = MIC _hash_select micInfo
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and

verify = MIC_sign_select micInfo

and

remessage = get_ MIC_ CLEAR text mic-clear-msg

n

(get-MIC_mic micInfo = sign (hash tzmessage) dkey)
D

(vm1 m2.(hash ml = hash m2) D (ml=m2)) D

(Ym1 m2.verify ml (sign m2 dkey) ekey = m1 = m2) D
((tzmessage = remessage) =
MIC_CLEAR._is_Intact mic-clear_msg)

3.4 Functions for ENCRYPTED Messages

For simplicity, ENCRYPTED messages are modeled as an 8-tuple: (preebx
proctype x contentdomain x dekinfo x id.asymmetric X (certificate)list x
MIC_info x (id_asymmetric X Key_info)list x pemtext x posteb).

The security, accessor, and selector functions for ENCRYPTED mes-
sages are defined in the same way as they are for MIC-CLEAR messages.
They are the general security functions with the parameters specialized
with the selection functions. We assume all the fields in PEM message are
successfully retrieved, except the ciphertext and encrypted MIC fields.

With the specialized security functions and the general correctness the-
orems, we can prove the specialized correctness theorems for ENCRYPTED
messages.

3.4.1 Privacy

The privacy check functions EN CRYPTED ._is_PrivateP and ENCRYP-
TED _is_PrivateS are defined using the general privacy functions is_-
PrivateP and is_PrivateS with their parameters specialized with hash
and signature selection functions.

ENCRYPTED_is_PrivateP
b Vmsg txDEK.
ENCRYPTED_is_PrivateP msg txDEK =
is_PrivateP (DEK_encrypt_select (getEN_KEY_info msg)) txDEK
(getEN_msg_EncryptedKey msg) recipientkey
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ENCRYPTED_is_PrivateS
k4 Vmsg message.

ENCRYPTED_is_PrivateS msg message =

(et rxDER = getEN_msg_DEK msg

and

decryptIV = getEN_msg MsgEncryptIV msg

in

is_PrivateS (msg_Encrypt_select (getEN_DEK_info msg)) message

(getEN_Message_info msg) decryptIV rxDEK)

Given the definitions of ENCRYPTED _is_PrivateP and ENCRYP-
TED.is_PrivateS and the general correctness theorems is_Private_ DEK
and is_Private_msg, we can prove the correctness theorems for ENCRY P-
TED.s_Private DEK and ENCRYPTED _is_Private.msg. The fol-
lowing theorem states that under similar assumptions to the general is_-
Private DEK correctness theorem, ENCRYPTED _is_Private_ DEK is
true if-and-only-if the received DEK is not disclosed during transmission.

ENCRYPTED_is_Private_DEK
l  VEncrypted_msg encryptP DEK dKEYO dkey.
let Key_info = getEN_KEY_info Encrypted_msg
in
let decryptP = DEK_encrypt_select Key_info
and
rxmsg = getEN_msg _EncryptedKey Encrypted_msg
and
dkey = recipientkey
in
(rxmsg = txmsg) D
(txmsg = encryptP DEK ekey) D
(Vmsg. decryptP (encryptP msg ekey) dKEYO = msg) O
(Vmsg d2.
(decryptP (encryptP msg ekey) d2 = msg) D (d2 = dKEY0)) O

({(dkey = dKEYO) = ENCRYPTED_is_PrivateP Encrypted_msg DEK)

The theorem below states that under similar assumptions to the general
is_Private.msg correctness theorem, ENCRYPTED _is_Private_msg is
true if-and-only-if the received original plaintext is not disclosed during
transmission.
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ENCRYPTED_is_Private_msg
t VEncrypted_msg encryptS message DEK.
let DEK_info = getEN_DEK_info Encrypted_msg
in
let decryptS = msg_Encrypt_select DEK_info
and
rxmsg = getEN_Message_info Encrypted_msg
and
decryptIV = getEN_msg_MsgEncryptIV Encrypted_msg
and
KEYO = DEK
and
key = getEN_msg_DEK Encrypted_msg
in
(rxmsg = txmsg) D
(txmsg = encryptS message KEYO decryptlIV) D
(Vmsg key.
(decryptS (encryptS msg key decryptIV) key decryptIV = msg) A
(Vmsg keyl.
(decryptS msg keyl decryptIV = decryptS msg key decryptIV) =
key = keyl)) D
((key = KEY0) = EBCRYPTED_is_PrivateS Encrypted_msg message)

3.4.2 Source Authentication

The source authentication check function ENCRYPTED _is_Authentic2
is defined as the general source authentication function is_Authentic2 with
its parameters specialized with the hash and signature selection functions.

ENCRYPTED_is_Authentic2
Fag Vmsg.
ENCRYPTED_is_Authentic2 msg =
(let micInfo = getEN_MIC_info msg
in
let ekey = get_Key_from_ID (getEN_OriginatorAsymID_info msg)
in
is_Authentic2 (MIC_sign_select micInfo)
(MIC_hash_select micInfo) (getEN_msg_message msg)
(getEN_msg_MIC msg) ekey)

Given the definition of ENCRYPTED.is_Authentic2 and the gen-
eral correctness theorem is_Authentic_msg, we prove the correctness the-
orem for ENCRYPTED _is_Authentic_msg. It states that under similar
assumptions to the general is_Authentic_msg correctness theorem, EN-
CRYPTED _is_Authentic_msg is true if-and-only-if the received original
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plaintext is sent by the originator identified by the public key stated in the
received message.

ENCRYPTED_is_Authentic_msg
F VEncrypted_msg sign txmic dKEYO dkey.
let micInfo = getEN_MIC_info Encrypted_msg
in
let verify = MIC_sign_select micInfo
and
hash = MIC_hash_select micInfo
and
message = getEN_msg_message Encrypted_msg
and
rxmic = getEN_msg_MIC Encrypted_msg
and
ekey = get_Key_from_ID (getEN_OriginatorAsymID_info Encrypted_msg
in
(rxmic = txmic) D
(txmic = sign (hash message) dkey) D
(Vm1l m2 dkey2.
verify m1 (sign m2 dkey2) ekey = dkey2 = dRKEYO) D

((dkey = dKEYO) = ENCRYPTED_is_Authentic2 Encrypted_msg)

3.4.3 Integrity

The integrity check function ENCRYPTED s_Intact is defined as the
general integrity function is_Intact with its parameters specialized with
the hash and signature selection functions.

ENCRYPTED_is_Intact
I_hf Vmsg.

ENCRYPTED_is_Intact msg =

(let micInfo = getEN_MIC_info msg

in

let ekey = get_Key_from_ID (getEN_OriginatorAsymID_info nsg)

in

is_Intact (MIC_sign_select micInfo) (MIC_hash_select micInfo)
(getEN_msg_message msg)
(getEN_msg_MIC msg) ekey)

Given the definition of ENCRYPTED _is_Intact and the general cor-
rectness theorem is_Intact_msg, the correctness theorem ENCRYPTED _-
is Intact_msg can be proved. The theorem states that under similar as-
sumptions to the general is_Intact_msg correctness theorem, ENCRYP-
TED_is_Intact_msg is true if-and-only-if the received plaintext after pro-
cessing is the same as the original plaintext before encryption.
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ENCRYPTED_is_Intact_msg
I VEncrypted_msg sign txmessage txmic dkey.
let micInfo = getEN_MIC_info Encrypted_msg
in
let verify = MIC_sign_select micInfo

and

hash = MIC_hash_select micInfo

and

rxmessage = getEN_msg_message Encrypted_msg

and

rxmic = getEN_msg_MIC Encrypted_msg

and

ekey = get_Key_from_ID (getEN_OriginatorAsymID_info Encrypted.msg
in

(txmic = sign (hash txmessage) dkey) D

(rxmic = txmic) D

(¥m1 m2. (hash mi = hash m2) D (mi =m2)) D

(Vs1 s2. verify si (sign s2 dkey) ekey = sl = s2) D
((rxmessage = txmessage) = ENCRYPTED_ is_Intact Encrypted_msg)

3.4.4 Non-Repudiation

The non-repudiation check function ENCRYPTED_is_non_deniable is
defined as the general non-deniability function is non_deniable with spe-
cialized parameters for hash and signature selection functions.

ENCRYPTED_is_non_deniable
ey Vmsg.

ENCRYPTED_is_non_deniable msg =

(let micInfo = getEN_MIC_info msg

in

let ekey = get._Key_from_ID (getEN_DriginatorAsymID_info nmsg)

and

hash = MIC_hash_select micInfo

in

is_non_deniable (MIC_sign_select micInfo)
(hash {getEN_msg_message msg))
(getEN_msg_MIC msg) ekey)

Given the definitions of ENCRYPTED._is_non_deniable and the gen-
eral correctness theorem is_non_deniable_ msg, we can prove the correct-
ness theorem for ENCRYPTED _is_non_deniable msg. It states that
under similar assumptions to the general is.non_deniable_msg correct-
ness theorem, ENCRYPTED __is_non_deniable msg is true if-and-only-
if the originator of the retrieved plaintext identified by the public key stated
in the received message cannot deny having sent the message.
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ENCRYPTED_is_non_deniable_msg
F  VEncrypted_msg sign MESSAGEO txmic dKEYO dkey.
let micInfo = getEN_MIC_info Encrypted_msg
in
let verify = MIC_sign_select micInfo
and
hash = MIC_hash_select micInfo
and :
message = getEN_msg_message Encrypted_msg
and
rxmic = getEN_msg_MIC Encrypted_msg
and
ekey = get_Key_from_ID (getEN_OriginatorAsymID_info Encrypted_msg
in
(rxmic = txmic) D
(txmic = sign (hash MESSAGEO) dkey) O
(vm1 m2. (hash ml = hash m2) = m1 = m2) D
(Vm1 m2 dkey2. verify ml (sign m2 dkey2) ekey =
(m1 = m2) A (dkey2 = dKEY0)) >
((dkey = dREYO) A (message = MESSAGEO) =
ENCRYPTED_is_non_deniable Encrypted_msg)
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Chapter 4

Conclusions

The increased use of networked and distributed computing makes security
a major concern. The capability to verify that a system meets its secu-
rity requirements will continue to grow in importance. In particular, the
capability to assign security properties to engineering structures is crucial.

This work focuses on verifying the security properties of Privacy En-
hanced Mail (PEM). Security properties such as privacy, source authenti-
cation, integrity and non-repudiation are defined independently of any im-
plementation structure. PEM message structures and operations on those
structures are shown to have the desired security properties. Various PEM
structures are defined as types. Security interpretations are defined as op-
erations on these types.

All the definitions and proofs are done using the Higher Order Logic
(HOL) theorem-prover. While at times the proofs are intricate, the proofs
are well within the capabilities of engineers who have been trained to use

HOL.

The work done on PEM shows the feasibility of using formal logic and
computer assisted reasoning tools to describe and verify relatively complex
systems. The advantages of using these methods is the assurance of cor-
rectness of the specifications given to implementers. If the specifications are
correctly implemented, then the desired security properties will be achieved.
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Appendix A

NOTATIONAL
CONVENTIONS

This appendix is excerpted in part from RFC 822, Standard for the For-
mat of ARPA Internet Text Messages, [3]. It defines the augmented BNF
notation used for describing PEM message formats.

This specification uses an augmented Backus-Naur Form (BNF) nota-
tion. The differences from standard BNF involve naming rules and indicat-
ing repetition and “local” alternatives.

A.1 RULE NAMING

Angle brackets (“<”, “>”) are not used, in general. The name of a rule is
simply the name itself, rather than “<name>”. Quotation-marks enclose
literal text (which may be upper and/or lower case). Certain basic rules are
in uppercase, such as SPACE, TAB, CRLF, DIGIT, ALPHA, etc. Angle
brackets are used in rule definitions, and in the rest of this document,
whenever their presence will facilitate discerning the use of rule names.

A.2 RULE1l / RULE2: ALTERNATIVES

Elements separated by slash (¢/”) are alternatives. Therefore “foo / bar”
will accept foo or bar.

A.3 (RULE1 RULE2): LOCAL ALTERNA-
TIVES

Elements enclosed in parentheses are treated as a single element. Thus,
“(elem (foo / bar) elem)” allows the token sequences “elem foo elem” and
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“elem bar elem”.

A.4 *RULE: REPETITION

The character “*” preceding an element indicates repetition. The full form
is:

<I>*<m>element

indicating at least <I> and at most <m> occurrences of element. Default
values are 0 and infinity so that “*(element)” allows any number, including
zero; “l*element” requires at least one; and “1*2element” allows one or
two.

A.5 [RULE]: OPTIONAL

Square brackets enclose optional elements; “[foo bar}” is equivalent to
“*1(foo bar)”.

A.6 NRULE: SPECIFIC REPETITION

“<n>(element)” is equivalent to “<n>*<n>(element)”; that is, exactly
<n> occurrences of (element). Thus 2DIGIT is a 2-digit number, and
3ALPHA is a string of three alphabetic characters.

A.7 #RULE: LISTS

A construct “#” is defined, similar to “*” as follows:
<I>#<m>element

indicating at least <I> and at most <m> elements, each separated by one

or more commas (“,”). This makes the usual form of lists very easy; a rule

such as ’(element *(“” element))’ can be shown as “l#telement”. Wherever
this construct is used, null elements are allowed, but do not contribute to
the count of elements present. That is, “(element),,(element)” is permitted,

but counts as only two elements. Therefore, where at least one element is
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required, at least one non-null element must be present. Default values
are 0 and infinity so that “#(element)” allows any number, including zero;
“14element” requires at least one; and “14+2element” allows one or two.

A.8 ; COMMENTS

A semi-colon, set off some distance to the right of rule text, starts a com-
ment that continues to the end of line. This is a simple way of including
useful notes in parallel with the specifications.

A.9 ALPHABETICAL LISTING OF SYN-

s
)

b

.
’

’

one addressee

; named list

global address

(101-132, 65.- 90.
(141-172, 97.-122.

SPACE and CTLs>

»
’
s
3

s

s

; Single author

Actual submittor

Multiple authors
or not sender

( o-1i77, 0.-127.

( 15, 13.

=> may be folded

( o0-37, 0.-31.
( 177, 127.
day month year
e.g. 20 Jun 82
Original
Forwarded

TAX RULES
address = mailbox
/ group
addr-spec = local-part "@" domain
ALPHA <any ASCII alphabetic character>
atom = 1x<any CHAR except specials,
authentic = ~ "From" ":"  mailbox
/ ( "Sender" ":"  mailbox
"From" M:v {#mailbox)
CHAR = <any ASCII character>
comment = "(" *(ctext / quoted-pair / comment) ")"
CR = <ASCII CR, carriage return>
CRLF = CR LF
ctext = <any CHAR excluding "(",
"y*, "\" & CR, & including
linear-white-space>
CTL = <any ASCII control
character and DEL>
date = 1%#2DIGIT month 2DIGIT
dates = orig-date
[ resent-date ]
date-time = [ day "," ] date time
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day = "Mon" / "Tue" / '"Wed" / "Thu"

/ "Fri" / "Sat" / "Sun"
delimiters = specials / linear-white-space / comment
destination = "To" ":" 1#address ; Primary

/ "Resent~To" ":" i#address

/ Mec ":" l#address ; Secondary

/ "Resent-cc" ":" 1#address

/ "bece® ":" #address ; Blind carbon

/ "Resent-bcc" ":" #address
DIGIT = <any ASCII decimal digit> ; (60— 71, 48.- 57.)
domain = sub-domain *("." sub-domain)
domain-literal = "[" *(dtext / quoted-pair) "]"
domain-ref = atom ; symbolic reference
dtext = <any CHAR excluding "[", ; => may be folded

"J", "\" & CR, & including
linear-white-space>
extension-field =
<Any field which is defined in a document
published as a formal extension to this
specification; none will have names beginning
with the string "X-'">

field = field-name ":" [ field-body ] CRLF
fields = dates ; Creation time,
source ;  author id & omne
1*destination ; address required
*optional-field ; others optional
field-body = field-body-contents

[CRLF LWSP-char field-body]
field-body-contents =
<the ASCII characters making up the field-body, as
defined in the following sections, and comsisting
of combinations of atom, quoted-string, and
specials tokens, or else consisting of texts>
ix<any CHAR, excluding CTLs, SPACE, and ":">

field-name

group = phrase ":" [#mailbox] ";"
hour = 2DIGIT ":" 2DIGIT [":"™ 2DIGIT]

. ; 00:00:00 - 23:59:59
HTAB = <ASCII HT, horizontal-tab> i ( 11, 9.)
LF = <ASCII LF, linefeed> i ( 12, 10.)

linear-white-space = 1*([CRLF] LWSP-char) ; semantics = SPACE
; CRLF => folding
word *("." word) ; uninterpreted
; case-preserved

i

local-part
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LWSP-char = SPACE / HETAB ; semantics = SPACE
mailbox = addr-spec ; simple address

/ phrase route-addr ; name & addr-spec
message = fields *( CRLF *text ) ; Everything after

;  first null line
; 1s message body

month = "Jan" / "Feb" / "Mar" / "Apr"

/ "May" / "“Jun" / "Jul" / "Aug"

/ "Sep" / "Oct" / "Nov" / '"Dec"
msg-id = "<" addr-spec ">" ; Unique message id
optional-field =

/ "Message-ID" ;" msg-id

/ "Resent-Message-ID" ":" msg-id

/ "In-Reply-To" w:v x(phrase / msg-id)

/ "References" m:" x(phrase / msg-id)

/ '"Keywords" ":" #phrase

/ "Subject" "M ktext

/ "Comments" "t oktext

/ "Encrypted" " 1#2word

/ extension-field ; To be defined

/ user—defined-field ; May be pre-empted
orig~-date = 'Date" ":"  date-time
originator = authentic ; authenticated addr

[ "Reply-To" ":" 1#address] )

phrase = 1%word ; Sequence of words
gtext = <any CHAR excepting <">, ; => may be folded

"\" & CR, and including
linear-white-space>
quoted-pair = "\" CHAR ; may quote any char
quoted-string = <"> *(gtext/quoted-pair) <">; Regular qtext or
; quoted chars.

received = "Received" v ; one per relay
[*from" domain] ; sending host
["by" domain] ; receiving host
["via" atom] ; physical path
*("with" atom) ; link/mail protocol
[#id" msg-id] ; receiver msg id
["for" addr-spec] ; initial form
nen date-time ; time received
resent = resent-authentic
[ "Resent-Reply-To" ":" i#address] )
resent-authentic =
=  "Resent-From" ":"  mailbox
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/ (-"Resent—Sender" "' mai
"Resent-From" "M 1#mai
resent-date = "Resent-Date" ":" date-time
return = "Return-path" ":" route-addr
route = 1#("@" domain) ":"
route-addr = "<" [route] addr-spec '">"
source = [ trace ]
originator
[ resent ]
SPACE = <ASCII SP, space>
specials = N oy fongn [ onsue 4 ongn
[ e e s
RN WAICVALT
sub-domain = domain-ref / domain-literal
text = <any CHAR, including bare
CR & bare LF, but NOT
including CRLF>
time = hour zone
trace = return

1*received
user-defined-field =
<Any field which has not been
in this specification or publ
extension to this specificati

such fields must be unique an
pre-empted by published exten
word = atom / quoted-string
zone = "UT" / "GMT"
/ "“EST" / “EDT"
/ “csT" / “cDpT"
/ "MST" / “MDT"
/ "PST" / “PDT"
/ 1ALPHA
<'"> = <ASCII quote mark>
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1box
lbox )
; return address

; path-relative

; net traversals
; original mail
; forwarded

; ( 40, 32.

)

; Must be in quoted-

; string, to use
;  within a word.

; => atoms, special
;  comments and

;  quoted-strings a
; NOT recognized.
; ANSI and Military
; path to sender

; receipt tags

defined

ished as an
on; names for
d may be
sions>

; Universal Time

; North American :

; Eastern: - 5/ -
; Central: - 6/ -
;  Mountain: - 7/ -
; Pacific: - 8/ -
; Military: Z = UT;
i ( 42, 34.

S,

Ire

uT
4
5
6
7




Appendix B

PEM SYNTAX

B.1 pem_syntax.theory

Theory: pem.syntax

Parents:
string
HOL

Type constants:
preeb 0
posteb 0
pemtypes 0
proctype 0
contentdescrip 0
contentdomain 0
1lgid 0
v 0
dekinfo 0
certificate 0
id_asymmesric 0
Key.info 0
origid.asymm 0
KIC_info 0

Term COnstants:
is.presb (Prefix)  :string -} bool
REP_presb (Prefixd :precb -} string
PEGIF (Prefix)  :istring -) presb
is_posteb (Prefixd  :string -) bool
REP.posteb (Prefix)  :posteb -} stTing
END (Prefix)  :string -} posteb

REP _pemtypes (Prefix) :pomtypes -} (one + one ¢ one + one + one) liTee
ABS.pemtypes (Prefix} :(one ¢ one ¢ One + one ¢ one) ltres -} pemtypes

EECRYPTED (Prefix)  spemtypes

XIC.OFLY (Prefix)  :pemtypes

KIC.CLEAR (Profix)  :pemtypes

CRL (Prefix)  :pemtypes

CRL_RETRIEVAL_REQUEST (Prefix)  :pemtypes

is.proctype (Prefix) :nun ¥ pemtypes -} bool

REP.proctype (Profix) :proctype -} num # pemtypes

Proc.Type (Prefix)  :num & pemtypes -} proctype
REP_contentdescTip (Prefix)  :comventdescrip -) one ltres
ABS.contentdescrip (Prefixd :one ltree -} contentdescrip

RFC822 (Prefix)  :contentdescrip

REP.contentdomain (Prefix)  :contentdomain -} conventdescrip liree
AB5_contentdomain (Prefix)  :contentdescrip ltree -} contentdomain
Content. Domain (Prefix)  :contentdescrip -} contentdemain

REP.algid (Prefix)  :algid -} (one ¢ one ¢ one + one + one ¢ one) 1tree
ABS.algid (Prefix)  :(one ¢ one + one ¢ ons + one ¢ one) ltree -} algid

DES.CBC (Profix)  :algid
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DES.EDE (Prefix)  :algid

DES_ECP (Profix) falgid

BSA (Prefix)  :ralgid

RSA_ED2 (Prefix) salgid

RSA.EDS (Prefix)  :algid

REP_IV¥ (Pretix) :IV -} one ltros

ABS.IV (Prefix)  :one ltres =) IV

IV (Prefixd  :IV

is.dekinfo (Prefix) :algid # IV -) bool

BEP.dekinfo (Prefix)  :dekinfo -} algid # IV

DER.Info (Prefix)  :algid % IV -) dekinfo

REP.certificate (Prefix)  :cortificate -} string ltree

ABS.corsiticate (Prefix) :string ltreo -} certificate

Cortificate (Profix)  :string -} certificate

REP_id.asymmetric (Prefix) tid.asymmetric -} string liroe
© ABS.id.asymmetric (Pretix) istring ltree -) id_asymmetric

ID.Asymmetric (Prefix)  :string -) id.asymmetric

is.Roy.info (Preflx)  :algid & string -) bool

REP.Rey.info (Prefix) :Key.info -} algid # svring

Roy.Info (Pretix) :algid # string -} Key.info

REP.origid.asymm (Prefix)  :origid.asymm -} (one ¢ one) ltres

ABS.origid.asymm (Prefix) :(one ¢ one) 1tres -) origid.asymm

corvificate (Profix)  :origid.asymm

id_asymmetric (Prefix) rorigid_asymn

is.XIC.info (Prefixd  :algid & algid # string -} bool

REP_NIC.info (Prefix)  :EIC.info -} algid # algid 2 string

KIC.Info (Prefix)  :algid # algid # string -) XIC_info

Axioms:

Definitions:
is.preeb |- !s. is.presb s ¢ s % *'PRIVACY-ENHANCED NESSAGE
preeb TY.DEF |- trep. TYPE.DEFINITION is.presb Tep
procb, ISO.DEF
I~ (2. BEGIN (REP.precdb a) : a) #\
(!r. is_presb r : REP.precb (BEGIF ) ¢ )
is_posteb 1- !s. is_postob s ¢ s 2 "'PRIVACY-ENHANCED EESSAGE'*
posteb.TY.DEF |- trep. TYPE.DEFIFITIDN is.posteb Tep
posteb_ISO_DEF
I+ (!a. EFD (REP.posteb 2) & a) #%
(!z. is.posteb r ¢ REP.posteb (EED 1) = 1)

pemtypes.TY_DEF
I- trep.
TYPE.DEFINITIOR
(TRP
[SY2R W
(v * IFL oned /\ CLEEGTH t1 2 0) \7
(v ¢ IBR (IHL one)) #% C(LENGTH %1 & 0) \/
(v ¢ IR (IR CINL one))) #% (LENGTH 1 s 0) \¢
(v ¢ IFR (IR (IER CIAL one)))) /\ (LEFGTH t1 : 0) \
(v ¢ IFR (IHR CIFR CIER oned))) {4 CLEEGTH 31 & 0)))

Tep
pemtypes. ISO_DEF
I~ (2. ABS.pemtypes (REP.pemtypes a) ¢ a) J\

(!z,
TRP

Qv 1.
(v ¢ INL oned /% (LENGTH 1 = 0) V¢
(v ¢ INR (INL one)) /% CLENGTH 1 = 0) \/
(v @ INR (IHR (IBL one))) /% (LEEGTH t1 = 0) Y}
(v ¢ IFR (IFR CIFR CIAL oned))) ¢V CLENGTH t1 = 0) \/
(v ¢ IFR CIFR CINR CIFR one)))) /% (LEEGTH t1 : 0))

T
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REP._pemtypes (ABS_pemtypes I) 2
)
ENCRYPTED .DEF |- ENCRYPTED ¢ ABS.pemtypes (Node (INL ome) [1)
XIC_DNLY.DEF |- NIC_ONLY s ABS_pemtypes (Node (INR (IBL one)> [1
ETC_CLEAR_DEF |- EIC.CLEAR t ABS.pemvypes (Node (IFR (IR (INL ome)>> [1)
CRL.DEF |- CRL = ABS.pemtypes (¥ode (IFR (IFR (IFR (IEL ome)))) [1)
CRL.RETRIEVAL.REQUEST.DEF
1- CRL.RETRIEVAL.REQUEST =
ABS pemtypes (Hode (INR (INR (INR (INR one))>> (1)
js_proctype |- !proctype. is.proctype prociype * FST proctype * 4
proctype. TY_DEF |- frep. TYPE.DEFINITION is.proctype Tep
proctype. ISI.DEF
[- (ta. Proc.Type (REP_proctype 2) = 2) I\
(!r. is.proctype T : REP_proctype (Proc.Type I) ¢ )
consentdescrip.TY.DEF
|- trep. TYPEDEFIFITINF (TRP (\v %1. (v ¢ oned /1 (LENGTE ®1 ¢ 0))) rep
contentdescrip.ISO.DEF
|- (!a. ABS.contentdescrip (REP.contentdescrip a) 2 a) /%
(lr.
TRP (\v $1. (v ¢ oned % (LENGTH t1 3 0)) r =
REP_contentdescrip (ABS.contentdescrip 1) 2
T)
RFC822.DEF |- RFC822 ¢ ABS.contentdescrip (Node one [1D
contentdomain.TY.DEF
|- trep. TYPE.DEFIFTTION (TRP (\v 31, (fc. v ¢ ) /\ (LENGTH +1 ¢ 03)) Tep
contentdomain. ISO.DEF
I- (la. ABS.contontdomrin (REP.contentdomain a) 2 a) I
(!r.
TRP (Vv t1. (fc. v s ¢) I\ (LENGTH +1 ¢
REP.contentdomain (ABS.contentdomuin 1)
T)
Content_Domain DEF l- 'c. Content.Domain c ¢ ABS_contentdomain (Hode ¢ %))
21gid. TY.DEF
1- trep.
TYPE.DEFINITION

[DDI I

¢ IEL ome) IV (LENGTH %1 s 0O W/
(v ¢ IER (IFL one)) #% (LENGTH t1 * 0) A/
: INR (IER (TEL one))) I\ (LENGTH 1 = 0> V/
¢ IER (IFR (IER CIEL one)))) {#% (LENGTH %1 ¢ 0O V/
(v ¢ THR CIFR (INR CINR CINL one))))) /% (LENGTH %1 & 0) \/
s IFR (IFR (I§B (IBR CIER oned)))) I\ (LENGTH %1 * 0)))
Top
algid.IS0_DEF
]- (fa. ABS.algid (REP.algid ad = a) IV
(ir.
TRP
Wy 11,
(v
(v
(v
(v
(v
(v
T *
REP.2lgid (ABS.algid © ¢
T
DES.CBC_DEF |- DES.CBC # AB5_algid (Hode (IEL one) np)
DES_EDE_DEF |- DES.EDE ¢ ABS.algid (Hode (ISR (IOL oned) [1D
DES.ECB_DEF |- DES.ECH ¢ ABS.algid (Fode (IER ¢INR (IEL one))) [1D
RSADEF |- BSA ¢ ABS.algid (Hode (ISR (IFR (IFR (IEL ome)))) [1)
RSA_XD2_DEF
I- RSA.ED2 ¢ ABS.algid (Node (IER (INR (INR (INR (IAL one)>)>> [1)

INL one) #\ (LEEGTH 1 = 0> V¢

IR (IBL ome)) #\ CLEEGTH t1 ¢ 0) \/

IFR (ISR (INL omed)) I\ (LENGTH %1 % 0) \/

IR (IFR (INR (IEL one)))) I\ (LENGTH t1 = 0) V/

INR (IFR (INR (INR CINL ome))>)) I\ (LEFNGTH %1 = 0> W/
IFR (INR (INR ¢INR (INR one))))) #% (LEFGTH +1 * 0))
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RSA_XDS_DEF
]- RSA_EDS = AB5.2lgid (FWode (IFR (IFR (INR (I§R CIER ome))))) [1)
IV_TY.DEF
I- trop. TYPE.DEFINITION CTRP (\v t1. (v ¢ one) /% (LENGTH +1 ¢ 0))) rTep
IV_I50.DEF
I- (22, ABS.IV (REP.IV ) 3 a) I\
(=,
TR (Vv t1. <v ¢ one) J\ (LENGTH t1 2 0)) T = REP.IV (ABS.IV 1) = 1)
IV.DEF [- IV @ ABS.IV (¥ode oms [])
is_dekinfo [- 'a. is.dekinfo a 3 FST a2 ¢ DES.CBC
dekinfo.TY.DEF |- trep. TYPE_DEFIFITIOF is.dekinfo rep
dekinto_ ISO.DEF
I- (ta. DER_Info (REP.dekinfo a) ¢ 1) /}
(fr. is.dexinfo r : REP.dekinfo (DEX.Info ) : 1)
certificate . TY_DEF
1- trep. TYPE.DEFINITIDF (TRP (Vv t1. (!s. v ¢ 5D ¢\ CLENGTH t1 ¢ 0))) rep
certificate.ISN.DEF
I- (!a. ABS_certificate (REP._certificate a) = a) #\
(tz,
TRP (Yy 1. (¥s5. v ¢ 8) #V C(LEEGTH t1 ¢ 0)) = =
REP.certificate (ABS.certificate r) ¢

)
Cortificate .DEF |- !s., Certificate 5 : ABS.certificate (HNode s [1)
id.asymmetric TY.DEF

|- frep. TYPE.DEFINITION (TRP (\v %1. (fs. v = s) /% (LEEGTH +1 = 0))) rop
id.asymmetric_ISO.DEF
I- (ta. ABPS.id.asymmetric (REP_id.asymmotric a) s a) #\
(i,
TRP (Vv t1. (fs5. v ¢ 3D ¢\ C(LENGTH t1 3
REP.id.asymmetric (ABS.id.asymmetric T)
k)
ID_Asymmetric_DEF |- !s. ID.Asymmetric s = ABS.id.asymmetric (Node s [1)
is.Rey.info 1- !x. is_Key.info x s FST x 2 RSA
Eey.info TY.DEF |- frop. TYPE.DEFINITINK is_Rey.info rep
Koy.info.ISD.DEF
I- (!a. Rey.Info (REP_RKey.info a) s a) #%
(!r. is.Rey.info r : REP.Key.info (Rey.Info T) ¢ 1)
origid.asymm.TY_DEF

[ DD 3

I- trep.
TYPE_DEFINITION
(TRP
iy 1.
(v ¢ INL oned /\ CLEFGTH t1 = 0) V/
(v ¢ IER one) /% (LEEGTH t1 3 0)))
Tep

origid.asymm ISO_DEF
I- (ta. ABS_origid.asymm (REP.origid.asymm a) = a) {3\

(.
TRP
Wy t1.
(v = INL one) /\ (LENGTH t1 s 0) W/
(v ¢ INR one) % (LENGTH %1 = 0))
T
REP_origid.asymm (ABS.origid.asymm x) @
)

certificate.DEF [- certificate ¢ ABS.origid.asymm (Fode (INL one) [1)
id.asymmetric.DEF |- id.asymmetric : ABS.origid.:symm (Hode (INR ome) [1)
is_HIC.info
1- fx.

is EIC_info x ¢

((FST x ¢ RSA.ED2) %/ (FST x * RSA.EDS)) 2\

((FST (SED x) & DES.EDE) %}

(FST (SHD x> = DES_RCB) \{

(FST (SHD x) s RSAD)
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XIC.info TY.DEF 1- frep. TYPE DEFINITION 1s.KIC.info rep
XIC.info_ISO.DEF
]- ('a. XIC_Info (REP.XIC.info 1) = ) 1%

¢*r. is.¥IC_info r ¢ REP.XI(_info (HIC_Info I) % I)

Theorems:
REP_proeb.IEVERTS 1- !a. BEGIF (REP.preeb 2) ¢ 1
REP.procb.OFE_OFE |- !a a’. (REP_preeb 2 2 REP_preeb a’) % a ¢ a’
REP.procb.DFT0 |- !r. is.presb r ¢ (fa. r 2 REP_presb 2)
ABS._proeb.INVERTS |- fr. is_presb r s REP_precb (BEGIN ©) ¢ T
ABS.preeb.DNE_ONE
I- !r r'. is.preeb r 32} is_preeb 1’ ¢} ((BEGIN r * BEGIF T') s r % 1)
ABS._precb OFTO |- fa. ¢r. (2 s BEGIF x) /\ is.precb r
REP_posteb INVERTS |- !a. END (REP_posteb 2) ¢ a
REP_posteb OFE_ONE |- !a a’. (REP_posteb a = REP.posteb ) 2 a s
REP.posteb.0ETO0 |- !r. is.posteb T 5 (fa. x ¢ REP_posteb )
ABS_posteb.IFVERTS |- !r. is.posteb T s REP_posteb (END T) ¢ T
ABS_posteb OFE.ONE
- !z r’. is.posteb T $3) is_posteb x* ::} ((END r % END x?) ¢ T ¢ T?)
ABS.posteb.ONTD |- !a. fr. (a ¢ END 1) /§ is_posteb T

pemtypes
- 'e0 ol 02 63 .
¢ifn.

(fn ENCRYPTED = a0) /%
(fn EIC.OHLY ¢ e1) /\
(fn EIC.CLEAR = o2) I\
(fn CRL = e3) M\
(fn CRL.RETRIEVAL_RRQUEST = e4)
pemtypes. IFDUCT
1- 'P.
P ENCRYPTED /%
P EIC.DELY I\
P EIC.CLEAR /\
P CRL %
P CRL.BETRIEVAL_REQUEST =2
(!p. PP
pemtypes . DISTINCT
|- “(ENCRYPTED = NIC_DNLY) {#%

-(EECRYPTED = NIC_CLEAR) #%

-(EECRYPTED ¢ CRL) 7%

“¢ENCRYPTED : CRL.RETRIEYAL_REQUEST) I\
“(EIC.ONLY ¢ MIC_CLEAR) /%

-¢(MIC.0NLY = CRL) %

-¢XIC.DFLY ¢ CRL_RETRIEYAL_REQUEST) 7\

“(EIC.CLEAR ¢ CRL) #%
“¢EIC.CLEAR ¢ CRL.RETRIRYVAL_REQUEST) /%
“(CRL ¢ CRL.RETRIEVAL_REQUEST)
pemtypes.CASES
1- 'p.
ENCRYPTED) \/
XIC.OFLY) W/
KIC_CLEAR) \/
CRL) \/
CRL.RETRIEYAL.REQUEST)
REP.proctype.INVERTS |- !a. Proc.Type (REP_proctype 2) ° 2
REP_proctype.DNE_DEE |- !a a’. (REP.proctype a * REP_proctype a') =2 3 2’
REP.proctype.DFTd 1- !r. is_proctyps T ¢ (fa. r * REP_proctype )
ABS.proctype.INYERTS [- !r. is.proctype r ¢ REP_proctype (Proc.Type j DRES J
LBS proctype.0NE_ONE
I- !r x.
is.proctype r 2
is_proctype I’ #%}
((Proc.Type T ¢ Proc.Type x’) ¢ T 3 ')
ABS.proctype.0FTD I- fa. fr. (a 3 Proc.Type r) /\ is_proctype T

~
=
DTN T

A~
d
1

69




PEM SYNTAX

contentdescrip |- !e. t!fn. fn RFCE22 : o
contentdescrip INDUCT |- !P. P RFC822 22} (lc. P ©)
contentdescrip.CASES 1- 'c. ¢ = RFC822
contentdomain I- !f. 2!fn. !c. fn (Content.Domain c) ¢
contentdomain. IFDUCT |- !P. (!c. P (Content.Domain c))
contontdomin.CASES |- fc. %¢’. ¢ & Content_Domain ¢’
algid
I- !00 o1 o2 o3 of of.
¢ifn.
(fn DES.CBC = o0) {%
(fn DES_EDE = o1)
(fn DRS.ECB ¢ o2) 1Y
(fn RSA ¢ 3) I
(fn RSA_ED? = e4) J\
{(fn RSA_HD5 = o)
11gid IEDUCT
[- !P.
P DES_CBC {3
P DES_EDE /%
P DES.ECH {3
P RSA N\
P RSAED2 #%
P RSA_XDS =2)
(la. P )
Llsid.DISTIHCT
[- “(DES.CBC
“(DES.CBC
“(DES.CHC
“(DES.CBC
“(BES.CBC
“(DRS_EDE
“(DES.EDE
“(DES.EDE
“(DES.EDE
“(DRS_ECB
“(DES.ECB = RSA.XD2) ¢}
“(DES.ECP = RSA.EDS) 7%
“(RSA = RSA_ED2) #\
“C(RSA s RSA.MDS) f\
“C(RSA_XD2 = RSA_ND5)

fc
£z)

(fc. P o)

DES.EDE) {4
DES_ECB) #%
RSA) 1%

RSA_XD2) 1%
RSA_XD5) 1%
DES.ECB) #3\
RSAY I\

RSA.ED2) #\
RSA.EDE) #%
RS&AY I\

L T L T T T T T S A Y

a1gid.CASES

I- ta.
Ca ¢ DES.CBC) V2
(2 ¢ DES.EDE) M/
(2 = DES.ECB) \{/
Ca ¢ RSA) \/
Cx ¢ RSAED2) V¢
(2 ¢ RSAED5)

IV [- 6. tfn. fn IV ¢ @
REP.dekinfo . INVERTS |- 'a. DER._Info (REP.dekinfo 1) 3% a
REP_dekinfo. UNE.OFE |- !a a’. (RRP_dekinfo a * REP_dekinfo a’) ¢ a 2 a?
REP.dekinfo. 0NTO |- !r. is_dekinfo T ¢ (fa. r # REP_dekinfo a)
AB§.dekinfo INYERTS |- !r. is.dekinfo r s REP.dekinfo (DEE._Info 1) = r
ABS.dekinfo OFE.ONE
]- Ir 2.

is_dekirfo r 22}

is.dekinfo =z’ z:

({DEF.Info r s DER.Info %) : = % 17)
AB5S.dekinfo.DETO |- !a. ¢r. (2 s DER.Info 1) /% is_dekinfo
certificate |- !f. *!fn. !s. fn (Cortificate s) s f s
id_assymmetric |- !f, ?!fn. !s. fn (ID.Asymmetric s) ¢ f s
REP_EKoy.info INVERTS |- !a. Key.Info (REP_Rey.info 1) ¢ a
REP.Roy.info.UNE.DNE 1- 22 a’. (REP_Rey.info a : REP_Rey.info a’) ¢ 2 = 2’
REP_Roy.info. OFTOD - !r. is_Rey.info r ¢ (%a. r s REP_Key.info a)
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ADS.Key.info INVERTS |- !r. is_Rey.info r # BEP.Roy.info (Rey.Info 1) = T
ABS_Eey.info.0¥E.OFE
I- !z 7.

is_Key.info r ¢

is_Key.info 7 22}

((Rey.Info r ¢ Key.Info r’) ¢ r 3 r%)
ABS._Eoy.info 0FTO |- fa. fr. (a ¢ Rey.Info ) /\ is_Fey.info =
origid.asymm
1- te0 of. $!fn. (fn certificate : o0) #\ (fn id.asymmetric 2 el)
REP_XIC.info_IFVERTS |- 'a. EI(.Info (REP.XI{.info a) % 2
REP.XIC.info.DBE.D¥E |- !a 2. (REP.EIC_info a = REP.XIC.info 2%) 5 ¢ = 2}
REP.XIC.info.0NTD |- !r. is.XIC.info z ¢ (fa. T 2 REP.XIC.info a)
ADS_XIC.info. INVERTS |- 'z. is_XIC.info r s REP_EIC.info (XIC.Info 1) 3 =
ABS KIC.info.0NE_ONE
1- !r 1.

is_EIC.info T 3%

is KIC.info =z’ $¢)

(¢EIC.Info r ¢ XIC.Info T*) 3 = ¢ T7)
ABS_XIC_info OFTO 1- 'a. tr. (a2 ¢ EIC.Info r) #} is_EKIC.info r

B.2 pem_syntax.sml

[CEE TR I $2222283552282858253%)

(* File: pem.syntax.sml E)
(x Description: PEK message syntax *)
(x Date: July 2, 1996 *)
(* Author: Shiu-Eai Chin, ®ith small modification )
(€

load.library{1lib : hol#8_1lib, theory 2 ''-''};
open Psyntax (ompat;

(x Definition of PEX messages. *)

nex.theory ‘‘pem.syntax'';

nex.parent ‘''string'';

use ''‘Jamdfhumboltsx/hol90. F#librazylstringssrcfascil cony.sml'';
use '‘famd/humbolt/sxihol90. 74 1ibzarylstringlsTelstring. conv.snl'’;
use "‘Jamd/humbolt)sw#hol90.7¢1librarysstringlsrelstring rules.sml'’;
open String.rules;

add.definitions_to.sml '‘string';
add_theorems.to.sml ''string'';

add.theory.to_sml '‘pair’’;
add.definitions_to.sml ''pair'’;
add,_theory.to.sml ''list¥'’;
add.definitions. to.sml ''1iss'';

(€ s < : B 3 s : %)

(+ Define pre-encapsulation boundaTy *)

val is.preeb s new.definition ("'is.preeb’’,(--‘is.preeb(s:stTingd
s (s ¢ “'PRIVACY-ENHANCED EESSAGE'')‘--));

val exists.preed = TAC.PROOF(
([],--%%3.is_presb s¢--),
EXISTS.TAC (==-*"PRIVACY-ENHANCED NESSAGE''‘--) THEN
REVRITE.TAC [is.preebl);

71




PEM SYNTAX

val preeb.TY.DEF ¢ new.type.definition(''presd'’,
(--%is_preshf--),exists.presh);

val preeb.ISO.DEF ¢ define_ne®.type.bijections
‘preeb.IS0.DEF'' ''BEGIN'' ''REP_presd'' preeb,.TY.DEF;

val REP.preeb.INVERTS =
save.thm(’ 'REP.proeb, IFVERTS'',CONIUNCT! preeb.ISO.DEF);

val REP_preeb.ONE.OFE @
save.thm("'REP.presb. . IFE_IFE"’,prove.Tep.fn.one.one
preeb_ISO.DEF);

val REP_preeb. 0NTD #
save.thm("'REP . precb IFTE'', prove.rep.fn.onto preeb.ISD.DEF);

val ABS.preeb,IBYERTS ¢
save.thm(''ABS_preeb,IFVERTS'', CONJUNCT? preeb.ISO.DEF);

val ABS.presb.OFE_OFE ¢
save.thm(''ABS.preeb_[FE_ONE'',prove.abs_fn_one.one preeb.ISO0.DEF);

vl ABS_preeb.0NTO =
save.thm(''ABS.preeb.0NTD'’, prove.abs.fn.onto preeb ISO.DEF);

[€H] : H s : H s H %)

C+ Dotine post-encapsulation boundary *)

val is_posteb * nmew.definition(
"'is_posted'’,(--*is_posteb(s:string) =
(s ¢ "PRIVACY-EFHANCED HNESSAGE'")f--));

val exists_posteb * TAC.PRODF(
([d,--f%s.is_posteb st--),
EXISTS.TAC (--%'"PRIVACY-ENHANCED EESSAGE''f--) THEN
REGRITE.TAC [is_postedl);

val posteb TY_DEF ¢ new.type.definition(''posted'’,
(--¢is_posteb®--),oxists_posteb);

val posteb.ISO.DEF ¢ define.nex.type.bijections
‘'posteb ISO_DEF'' ''EXD'' ''REP_posteb'' posteb,.TY,DEF;

val REP.posteb.INVERTS =
save.thm(''REP_posteb. IFVERTS'', COBTUECT! posteb.ISO_DEF);

val REP.posteb.OFE_OER =
save_thm(''REP.posteb.0FE OFE'', prove_rep.fn_one.one
posteb_ ISO.DEF);

val REP_posteb OETD 2
save.thm(''REP _posteb.0FTD'', prove.rep.fR.onto posteb_ISO_DEF);

val ABS.pasteb.INVERTS =
save.thm('*'ABS_posteb. IRVERTS'', CONJUECT2 posteb.ISO.DEF);

val ABS.posteb.DFE.OFE =
save.thu(''ABS_posteb.INE_DFE'', prove.abs. fn_ons.one
posteb.IS0_DEF);

val ABS.posteb 0FTOD = )
save_thm(''ABS.posteb.NTD'', prove.ibs.fn.onto posteb.ISO.DEF);
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(¢ : : H : H H s %)
¢+ %o ®ill just take pemtext s a string, so there is no meed %)
¢k to have a separate type for it *)

[€ 1 s H : s H 3 s %)

(* Dofinitions of header structures %)

(* Dofine the message types. >)
vil pemtypes * define.type
{names' ‘pemtypes'’,
fixitiess[Prefix,Profix,Profix,Prefix,Prefix],
type.spec ¢ ‘pemtypes & ENCRYPTED | EIC_DFLY | EIC.CLEAR
| CRL 1 CRL.RETRIEVAL_BEQUEST*};

vzl pemtypes.IEDUCT =
suve.thm(' 'pemtypes, IFDUCT®, prove. induction thm pemtypes);

val pemtypes.DISTINCT =
save_thm(' 'pemtypes DISTINCT',prove. constructors.distincy
pemtypes);

vil pemtypes.CASES ¢
save_thm(' ‘pemtypes.CASES'’, prove.cases thm pemtypos . INDUCT);

€ s : B 5 B s H %)
(* The Proc.type field has txo subfiolds. The first is a number *)
(* identifying the version of PEE. The second identvifies the *)
(¢ type of security used. *)

¢ Define the subset of pairs %)

val is.proctype : nex.definition
{''is_proctype'’,
-=tig proctype(proctype: (nundpemtypes))
+ (FST proctype 5 4)¢--);

add._theorems.to.sml '‘pair'’;

¢* Show at least one element exists in the type *)
val exists.proctype * TAC.PROIOF(
¢[1,¢~=¢2x: (nunpentypes).is_proctype x‘--=)),
EXISTS.TAC (~-¢(4,EECRYPTED)‘-=)
THEN REHRITE.TAC [is.proctype,FST1);

val proctype.TY.DEF @ new.type.definition('proctype’’,
(--*is_proctype‘--),exists.proctype);

vil proctype.ISO.DEF ¢ define.nex.type.bljections
'proctype. IS0.DEF'' ''Proc.Type'’ ''"REP.proctype’’ proctype.TY.DEF;

val REP_proctype.INVERTS 2
save.thm¢' ‘REP _proctype. IFVERTS', CONTUNCTI proctype.IS0.DEF); -

val REP._proctype.0FE_ONE =
save.thm(''REP.proctype ONE.ONE"',prove.rep.fn.one.one
proctype. IS1.DEF);

val REP_proctype.Q¥TD =

save_thm('‘REP.proctype 0NTN'', prove.rep.fn.onte
proctype.IS0_DEF);
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vil ABS_proctype.INVERTS =
suve.thm(''ABS_proctype.IFYERTS'', CONIUECTZ proctyps.ISO.DEF);

val ABS.proctype.UNE.ONE 2
save.thm(''ABS.proctype.0NE_OFE'’,prove.abs.fn_one.ono
proctype.IS0.DEF);

val ABS.proctype.ONTD @
save.thm(''ABS. proctype.INTI'’, prove.abs.fn.onto
proctype. ISl DEF);

(€] s : H : s s B %)

Cx Dofinition of contentdescrip *)

vil contentdescrip ¢ define_type
{name ¢ ''contentdescrip',
tixities = [Profix],
type.spec ¢ ‘contentdescrip : RFC822¢};

Y1l contentdescrip. INDUCT =
save.thu(' 'contentdescrip IFDUCT ', prove. induction_thm
contentdescrip);

val contentdescrip.CASES =
save.thm('‘contentdescrip CASES', prove.cases.thm
contentdescrip. INDUCT);

(¢ H s s H H : : 8X)

(* Detinition of contentdomain *)

vl contentdomin * define.type
{name ¢ ‘‘contentdomain'',
fixities ¢ [Prefix],
type.spec ¢ ‘contentdomain ¢ (ontent.Domain of
contentdescrip};

val contentdomain INDUCT ¢
save.shm(' 'contentdomain, IEDUCT' ', prove.induct ion. thn
contentdomiin);

vil contentdomain.CASES =
save.thm(''contentdomain CASRES'', prove.cases.thm
contentdomain INDUCT);

€3 5 B B s s $ s %)

(% Dotinitions of algid =

val algid ¢ detine.type
{name ¢ '"algid’’,
tixities s [Prefix, Prefix, Prefix, Prefix, Prefix, Prefix],
type.spec ¢ ‘algid ¢ DES.CBC | DRS.EDE | DES.ECB | RSA
| RSA.XD2 | RSA_MDS‘};

val algid INDUCT ¢
savo.3hm(' '21gid . INDUCT ', prove. induction_thm algid);

val algid DISTINCT 2
save.vhm(''algid DISTINCT, prove.constructors.distinct algidd;

val 1lgid CASES ¢
save.thm(''2algid.CASES'', prove.cases.thm algid.INDUCT);
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€S B : B s B B s %)
(% Fake dekpaTameters -- just 16 hex characters for an initialization
Yoctor #)

vil IV s define.type
{name $ ''IV'’,
fixities s [Prefix],
type.spec ¢ ‘IV ¢ IVS};

(€T H s s s H s : SK)
(* Definition of dekinfo *)

val is.dekinfo : nex.definition(''is.dekinfo'’,
(--*is_dekinfola: (a1gid#IV))> ¢ (FST 2 3 DES.CBCOS--))3

val exists.dekinfo = TAC.PRODF(
¢[,(~-*%2.is.dekinfolad-=)),
EXISTS.TAC (--*(DES.CHC,IV)~-) THEYW
REWRITE_TAC [is.dekinfo,F5T]);

val dekinfo. TY.DEF $ now.type.definition(''dekinfo'’,
(--¢is. dekinfot~~),exists_dekinfo);

val dekinfo.ISO.DEF :define_new.type.bijections
‘'dekinfo IS0 . DEF' "DEE. Info'' ''REP_dekinfo'' dekinfo.TY.DEF;

val REP._dekinfo.INVERTS =
savo_thm(' 'REP .dekinfo INVERTS'',CONIUECTY dekinfo.ISO_DEF);

vl REP.dekinfo.0FE.OFE ¢
save.thm(''REP dekinfo.0FE. NE'',prove.Tep.fn.one. one
dekinfo.IS0.DEF);

val REP_dekinfo.DETD ¢
save.thm(''REP .dekinfo 0FTI'', prove.rep.fn.onto
dekinfo_ISO.DEF);

val ABS.dekinfo, IFVERTS =
save.thm(''ABS_dekinfo.IFVERTS'', COFJUNCT? dekinfo.ISO.DEF);

vel ABS.dekinfo.0NE_OHE =
save.thm(*'AB5_dekinto 0¥E.0FE"’,prove.abs._fn.one.one
dekinfo.IS0.DEF);

val ABS.dekinfo.0BTD ¢
save.thm(''AB5.dekinfo ONTD'’, prove.abs.fn_onto
dekinfo.IS0.DEF);

(*s s < 2 < B B : %)
¢+ Definition of certificate *)
(% cort - fake it for nox as 2 stTing
val certificate * define.type

{name ¢ ''certificate’’,

fixities ¢ [Profix],

typo.spec ¢ fcortificave s Cortificate of stringfl;
(% since %o don’t really use certificate right now, ®xill jsus
¢+ loave it here - 4718496 %

(s s s : B B H : %)
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¢+ Definition of ID Asymmetric *)
(* id.asymmetric - fake it for now as a string *)
val id.asymmetvric ¢ detine.type
{name ¢ ''id.1ssymmetric’’,
fixities ¢ [Prefix],
type.spec ¢ ‘id.asymmetric ¢ ID.Asymmetric of string‘l;

(€5 : H H s s : $ $%)
(* Koy-Info *)
(x this is tho per-message encrypted by each recipient’s public key *)

val is_Roy.into :new.definition
("'is_Fey.info'', (--fis_Rey.info(x:algid#string) ¢
G asymsgRey *)
CFST 1) 3 RSAS--));

val exists_Rey.info ¢ TAC_PRONF(
([1,(--*tx:algia®string. is.Rey.infolx)*--)),
C* asymsgRey *)
EXISTS.TAC (--‘CRSA,''abced'’)f--) THEF
(% asymsgRey *)
BEVRITE.TAC [is.Key.info, FST, S$§D]);

val Key.info.TY.DEF : new.type.definition('‘Rey.info"’,
(--¢is_Rey.infof--),exists.Rey.info);

vil Beoy.info ISO.DEF ¢ define.nex.type.bijections
"Rey.info.ISO.DEF'' 'Key.Info'’' ''REP.Rey.info"' Key.info_ TY.DEF;

val REP_Koy.info.INYERTS =
save.thm(' '‘REP_Key.info. INVERTS'',COFIJUNCT! Key.info.ISO.DEF);

val REP.Key_info UNE_OFE 2
save.thm(' 'REP_Rey.info_ ONE_0FE'',prove.Tep.fn.one.one
Key.info.ISO_DEF);

val REP_Key.into.ODETD =
sive.thm(' 'REP . Key.into, INTD'', prove.rep.fn.onto
Eey.info_ISO.DEF);

val ABS.Eey.info.INVERTS =
sive.thm(''ABS . Key.info, INVERTS'', CONJUB(T2 Rey.info.ISO_DEF);

val ABS.Rey.info ONE_QNE =
save.thm(''ABS.Key.info ONE_ONE'',prove.abs.fn.one.one
Key.info.ISO.DEF);

val ABS.Key.info 0NTO =
save.thm(''ABS_.Eey_info 0ETD'', prove.ibs.fn_onto
Key.info.ISO.DEF);

[€H] : H H : s H H %)
(* Bofinitions for origflds -- just asymmetric for now *)
(* asymmid ~ i%’s either a certificate or id.asymmetric *)
val origid.asymm ¢ define.type
{name ¢ '‘origid.asymm'’,
fixities s [Prefix,Prefix],
type.spec * ‘origid.asymm : certificate | id.asymmetric®};

(€33 : : H : s : s %)

(* Dofinitions for XIC.info *)
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val is_EIC.info znew.definition
("'is EIC.info'', (--¢is_EIC.info(x:algid#algid#string) ¢
(* wsymsignmic *)
C(CFST x) ¢ RSAED2) A} ((FST x> & RSA.NDED) I\
((CFST(SED %)) ¢ DES_EDE) V¢ ((FST(SED x)) ¢ DES_ECB)
\l ((FSTCSED x)) = RSAIDE--));

val exists KIC_info ¢ TAC.PROOF(
([,¢--*tx:algidkalgidkstring. 1s EIC.infoCxd¢--)),
¢+ asymsignmic *)
EXISTS.TAC (--f(RSA.ED2,DES.EDE,''abced'')f--) THEE
Cr asymsignmic =)
REVRITE.TAC [is.KIC.info, FST, SHD]);

val EIC.info.TY.DEF : newx.type.definition('AIC.info'’,
(--fis_KIC.infof--),exists _KIC info);

val KIC.info.ISO.DEF : define.new.type.bijections
“XIC.info.IS0.DEF'' ''NIC.Info'' 'REP_KIC.info'' XIC.info.TY.DEF;

val REP.EIC.info.INVERTS =
save_thm(' ‘REP _KIC.info.INVERTS'',CONJUNCT] KIC.info,.ISO_DEF);

val REP_KIC.info_ ONE.OFE =
save.thm(''REP _KIC_info UNE.DNE',prove.rep.fn.one.one
XIC.info.ISO.DEF);

vyel REP_XIC_info.ONTO =
save.thm(''REP XI( info.0KT0'', prove.rep.fn.onto
XIC.info ISO.DEF);

val ABS_EIC.info.INVERTS =
save.thm(''ABS_KIC.info. INVERTS'', CDEJUNCT2 KIC.info.ISO_DEF);

val ABS_NIC.info.ONE._OEE 2
save_thm(''ABS_MIC_ info,O0FE_OFE'',prove.abs.fn_one.one
KIC. info ISO.DEF);

val ABS.XIC.info ODETD =
save.thm(''ABS . XIC. info.ONTO'', prove.ibs.fn.onto
EIC.info ISO.DEF);

(€33 B B 5 s : : H %)

(* issuer’s certificate %)

(€] H s s s s s < %)
¢* recipient information *)

(* 2 rocipient informtion is: (id_usymmetric¥#Rey.info), *)
(* 21l recipient information is: (id_asymmetric#Eey.info) 1list =)

close.theory();
export.theory();
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Appendix C

PEM _DEFINITIONS

C.1 pem_definitions.theory

Theory: pem.definitions

Parents:
pem. syntax

Type consvants:

Term constanvs:
msgreceiver (Prefix)  istring
recipientkey (Prefix)  :string
sDES.EDE (Pretix)  :string -} stxing -} string =) bool
sDES.ECB (Prefix)  :string -} string -} string -} bool
sRSA (Prefix)  :string -} siring -} siring -) bool
fRSA (Prefix)  :string - string -} string
fRSA_MD2 (Prefix) :istring -) string
fRSA.HD5 (Prefix)  :string -} svring
£DES.CBC (Profix)  :svring -} string -} IV -} string
got.Key.from.ID (Prefix) :id.asymmetric -} siring
got.DEE.1lgid (Pretix)  :dekinfo =) algid
gos.DER. IV (Protix)  :dekinfo -) IV
msg.Encrypt.seloct (Prefix)  idekinfo -) string -} string =) IV -) string
got.Reciplont (Prefixd
:string 1list =) (id.usymmetric # string) list -) id.asymmevric % string
get.Recipient.koy (Pretix) :1d.asymmetric # string -} string
got.Recipient_asyID (Prefix) :id.asymmetric & string -} id_asymmetzic
get.EIC.algid (Prefix) :EIC.info -» algid
got EIC.sigalgid (Profix) :EIC.info -} 2lgid
got.XIC.mic (Prefix) :KIC.info -} string
EIC.hash.select (Prefix) :EIC.info -} siring <) siring
EIC.sign.select (Prefix) :EIC.info -} string =) string -} string -} bool
got_REY.algid (Prefix)  :Key.info -} 2lgid
got.BEY.asymsgRoy (Prefix) :Koy.info -} string
DER._encrypt.select (Prefix)  :Eey.info -} string -} stzing -} stzing
is.PrivateS (Profix)
:(stTing -} string =) IV =) string) -} siring -} string -} IV =) svring -}
bool
is.PrivaveP (Prefix)
:(string -} string -} string) -} string -} string -) siring -» bool
is.Authentic (Prefix)
:(string -} string -} string -} bool) -3 string -} sizing -» siring -} bool
is_Authentic? (Prefixd
:(string -} string -) string -} bool) -} (string -} stringd -} string -}
string -} string -} bool
is_Intact (Profix)
:(string -} string =) string -) bool) -} (string -} sixingd -} siTing -?
string -} string -) Dbool
is.non.deniable (Pretix)
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:(string -} string -} string -} boold -} string -} string -} string -} bool

Axioms:

Doefinitions:

got.DER.algid |- !x. get.DER.algid x ¢ FST (REP.dekinfo x)
got-DER.IV |- !x. got.DER.IV x ¢ SND (REP.dekinfo x)
nsg _Encrypt.select
1- .

msg.Encrypt.selact x

((got.DER.2lgid x ¢ DES_CBC) =) £DES_CBC | £DES.CBC)
get.Recipient.key
- !recipient. get.Recipient.key recipient = SHD recipient
got_Rocipient_asyID
= trecipient., get.Recipient.asyID recipient ¢ FST recipient
get KIC.algid I- !x. got. EIC.algid x ¢ FST (REP_XIC.info x)
get.MIC.sigalgid |- !x. got.MIC.sigalgid x ¢ FST (SED CREP_MIC.info x))
got. EIC.mic |- !x. got XIC.mic x = SND (SED (REP_EIC.info x))
KIC.hash_select
I- !x.

EIC.hash.select x

((got.EIC.2lgid x
EIC.sign.select
1- .

EIC.sign.select X 2

({got.EIC.sigalgid x = DES_EDE)

¢} sDES.EDE

I ((get NIC.sigalgid x ¢ DES_ECB) <) sDRS.ECH | sRSA))
gov.EEY_algid I- !x. ge3.FEY.algid x ¢ FST (REP_Rey.info x)
got FEY_asymsgRey l- Ix. got_KEY.asymsgFey x = SND (REP.Rey.info x)
DEE.encrypt.select
I- !x. DEE.encrypt.select x ¢ ((get.KEY.algid x s RSAD £} £RSA | fRSA)
is Privates
|- !decrypts message rxmsg decryptIV key.

is.PrivateS decrypt5 message Txmsg decTyptIV ksy ¢

decrypt5 rxmsg key decryptIY s

message
is. PrivateP
|- !decTyptP messige rxmsg dkey.

is.PrivateP decryptP messige Txmsg dkey

decrypt? rxmsg dkey ¢

message
is_Authentic
I- !verify message signature ekey.

is_kuthentic verify message signature ekey ¢

verify messige signature okey
is Authentic?
- !verify hash message mic okey.

is.Authentic? verify hash messige mic ekey ¢

vorify (hash message) mic ekey
is.Intact
I- !verify hash messige mic ekey.

is.Intact verify hash message mic ekey ¢

verify (hash message) mic ekey
is.non.deniable
|- tverify message signature okey.

is.non.denizble verify message signature ekey

vorify message signature ekey

RSA_ED2) ) fRSA_XD2? | fRSA_EDS)

Theorems:
is Private.DER
|- tdecrypt? encryptP message txmsg Tamsg ekey dEEY0 dkey.
(rxmsg = txmsgd) 2:)
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(txmsg ¢ oncryptP message okey) %)
(!msg. decryptP (encTypiP msg gkoy) dREYO = msg) =3}
(imsg d2.
(decrypt? (encryptP msg ekey) d2 = msg) 2} (d2 ¢ dREY0)) =2
((dkey ¢ dREY0) ¢ is PrivateP decryptP messifo Iumsg dkey)
is.Private.msg
|- ftdecTypt$ onCTYPS messige tXBSE INL3G decryptIV EEY0 Xey.
(rxmsg ¢ tamsg) 3}
(txmsg * eRCTYPYS mSSLELE KEY0 decTyptIV) 33}
(imsg key.
(decrypt$ (encrypts msg key docTyptIY) key decryptIV * msg)
(tmsg keyl.
(decTyptS msg keyl decTyptI¥ : decryptS msg key decTyptIV) *
key ¢
Xeyl)) =3
((key ¢ REY0) ¢ is Privates decrypt§ messige Ixmsg decTyptIV Xey)
is_Authentic XD
|- tverify sign message tamsg IXAWSE ekey dRKEY0 dkey.
(xamsg * wamsg) =32
(txmsg ¢ sign XD dkey) =3}
(imsg. verify msg (sign msg dkey) ckey ¢ dkey * dREY0) =3}
((dxey ¢ dRKEY0) @ is_iuthentic verify XD rxmsg okey)
is.Authentic.msg
|- fvorify sign hash messige txmic rxmic ekey dREY0 dkey.
¢rxmic s tamic) =
(vxmic @ sign Chash message) dkey) =2}
('mi m? drey2. verify ml (sign m2 dkey2) ekey : dkey? * dEEY0) =3}
({¢dkey © dEEY0) = 35 Authentic? verify hash message Txmic okey)
is_Intacs.msg
|- !verify sign hash txmessage IXMO333ge txmic rxmic okey dkey.
(txmic * sign (hash txmessage) dkey) 3%
(rxmic & txmic) 3
(1ml m?. ¢hash ml s hash m2) 35} (mi ¢ m2)) 23}
¢1s1 s2. verify sl (sign s2 dkey) ekey & 51 % 82) =2}
((rxmessage ¢ txmessage) ¢ ls Intacy Yorify hash rxmessage Txmic ekeyd
is.non_deniable.msg
|- !verify sign hash messige EESSAGED txmic Txmic okey JEREY0 dkey.
(rxmic s txmicd #2?
¢oamic ¢ sign (hash HESSAGEQ) dkey) 3}
¢'m1 m2. Chash ml 3 hash m2) = ul 2 m2) 52
¢'ml m3 dkeyl.
verify ml (sign m2 dkeyl) ekey @ (ml ¢ m2) I\ (dkey? ¢ dREY0)) =3
((dkey ¢ dREY0) #\ (message ¢ EESSAGEOD ¢
is_non.deniable verify (hash messige) rxmic ekoy)
not.Authentic
|- tverity sign hash EESSAGEO txmic rxmic ekey dREYO.
Crxmic = sign Chash EESSAGEOD dEEY0) 32}
('m! m2. verify mi m2 ekey : m2 * sign m! dREY0)
(‘ml m2 dreyl dkey2.
(sign mi dkeyl ¢ sign m2 dkey2) 2}
¢ml = m2) I\ (dreyl : dkey2)) =3}
~(zxmic s txmic) 22}
~¢is.Authentic2? verify hash EESSAGED xmic ekey)
not.Intact
|- !verify sign hash EESSAGED tamic rxmic okey dREYO.
(txmic @ sign (hash EESSAGEOD dEEY0) 22
¢tml m2. verify ml m? ekey s m2 ¢ sign ml dREY0) 2
(!mi m? dkoyl dkeyl.
(sign ml dkeyl s sign m2 dxey) %)
(mi = m2) /V (dkeyl ¢ dkey2)) 32
“(raxmic ¢ txmic) =20
-(is_Intact verify hash EESSAGED rxmic okey)
is.deniable
|- tverify sign hash NESSAGEO txmic rxmic ekey dFREYD.

“

o
"
-

o
-
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Ctamic 2 sign (hash MESSAGE0) dEEY0) 23
(!ml m2. verify m! m? eokey * m} = sign m1 dREY0) =5}
(tml m? dkeyl dkey2.
(sign m1 dkeyl = sign m2 dkey2) =2}
(m! = m2) 1% (dkey! 2 dkey2)) 22
“Crxmic ¢ txmic) ::
“(is.non.deniable verify Chash EESSAGEO) mxmic okey)
gov.DER.21g1d.CASES - !x. got.DER.algid x 2 DES.CBC
£o% . EIC hashid CASES
I- !x. (gov.NIC.algld x = RSAED2) A/ (get.EIC.algid x ¢ RSA.EDS)
gov.KIC_signid CASES
I~ .
(got-XIC.sigalgid x ¢ DES.EDE) \{f
(got MIC.sigalgid x s DES.ECB) \{
(gotEIC.sigalgid x ¢ RSAD
go%.Foy.21gId_CASES I- !x. gov.REY.2lgid x : RSA

C.2 pem_definitions.sml

[€ T

(* File: pom.definitions.sml *)

(* Description: general functions for PEX *)

(* Datve: Sept. 13, 1996 *)

(* Author: Shiu-Fai Chin, Dan Zhou *)
(*3:::::::::3:3::::333:::::::::333::====:======:====:==::*)

(> msgsender:  the actual sender of the nessage *)
G« Iriginator: +the svated semder in the message *)
(¢ msgreceiver: the actual receiver of the messaga, *)
€] the one that performs PEE services *)
(* Rocipient:  tho intended Tecipient of the message *)
Ck vorify: takes mag, signature, and key *)
(+ message: plain text *)
Cx msg: ciper toxt *)
C¢x mic: mossage integrity code, or digital signature *)
(* encTypts: plaintext -} ekey -} IV -} ciphertexs *)

nex.theory ''‘pem.detinitions'';

load.1library{1ib s hol88.1ib, theory ¢ ''='');
open Psyntax (ompat;

ROX.paTent '‘pem.syntax'';
add.theory.to.sml '‘pem_syntax'';

vil msgroceiver : new.constant ('‘msgreceiver'’,
ss¢istringies);

(% the private key of recipient )
val reciplentkey : new.comstant ('‘recipientkey'’,
ssfstringise);

val sDES.EDE ¢ nex.constant

(‘'sDES_EDE'', s:f:svring-dstring-)string-)boolfss);
val sDE5_ECH 2 new.constant

(''sDES_ECP'', s2¢:syring-dstring-dstring-Yboolizs);
val sRSA 2 now.comstant

("'sRSA'", ssf:istring-)string-)string-1booliss);
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vl fRSA * new.constant (fRSA’, ss¢:istring-)string-)stringfss);

:string-)stringss);

val fRSA_MD2 nex.constant ('‘fRSA_XD2'', 2
ssfistring-pstringfes);

val fRSA_XD5 ¢ new.constant (' 'fRSA.XDG'’,

y1l fDES_CBC ¢ new.comstant ('‘fDES_CBC'',
==‘:atring-)nring-)I‘J-)ﬂring‘::);

val get.Key.from ID ¢ new.constany
('get.Xeoy. fron ID', s36:id asymmetric-)stringfs2);

(¢ s : ] s : s %)
(* these are the algorith ID and IV for encryptingldecrypting )
Gk message *)
val gev.DER.algid s new.definivion ('get.DER.algid",

(--fgot DER.algid (x:dekinfo) s

FSTCREP .dekinfo x)¢==));

val get.DEE.IV ¢ new.definition (''get.DER.IV',
(-=¢gov DEE.IV (x:dekinfo) ¢
SEDCREP _dokinto xD¢==));

val msg.Encrypt.select ¢ now.definitzion ('msg.Encrypv.select’,
(--‘msg.Encrypt.select (x:dekinfo) ¢
((get.DER.2lgid x * DES.CBC) =} fDES.CBC | DES.CBCD®--));

[€H ° H : s s s : %)
val get.Recipient s no¥.comstant (

''get Recipient’’,

zsf:(stTing list) -}

(¢id_2symmetrick#string) 1list) -} (id.asymmotric®stringd‘z:);

val get.Recipient.key ¢ nex.detinition ('‘get.Reciplent.key'’,
--fgot_Recipient. key (rocipiont:id.asymmetTic#string)
¢ SED recipientf--);

vil get. Recipient.asyId ¢ new.definition ("'get.Recipient.asyID'’,
--fgot . Recipient.asyID (rocipient:id.asymmetric#string)
¢ FST recipientt--);

(€3] B s H H H H H %)
val got.KIC.algid ¢ new.definition ('get EIC.2lgid",
(--fgov . AIC.algid (x:NIC.info) =
FST(REP XIC.info x)¢==));
val gev.EIC_sigalgid ¢ new.definition (''get.XIC.sigalgid’,
(-=fgot MIC.sigalgid (x:XIC.info)
s FST(SED(REP.MIC.info x))¢--));
val get.XIl.mic 2 now.definition ('‘get XIC.mic',
(-=fgot AIC.mic (x:RIC.info)
¢ SED(SHDCREP.EIC.info x))¢-=));

vyal XIC.hash.select s new.definition (''EIC.hash.select'’,
(==¢(KIC.hash.select:NIC_info-)(stxing-¥string))
(x:HIC. info) ¢
((Set.lIC.a.lsid x = RSA_MD2) =) fRSA.ED2 | fRSAMDS)‘~-));

vil NIC.sign_select 2 nex.definition (“'EIC.sign.seolect'’,
(--¢(EIC.8ign.selacts:
XIC.info-)(string-)string-}string-Yboold)
(x:XIC.info)
((ges KIC.sigalgid x s DES_EDE) <) sDES.EDE |
((gov.EIC.sigalgid x ¢ DES.ECE) =) sDES.ECH | sRSAD)‘--));
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€5 H s : s : : : %)
(* encrypted DEX information *)
val got.KEY.algid ¢ newx.definition (''got.REY 2lgid'!,

(--‘got KEY.algid (x:Key.info) ¢

FSTCREP .Rey.info x)f--));

val got_REY.isymsgRey ¢ new.definition (' '6ot.REY_asymsgRey'’,
(--‘gst.XEY.uymsgl(sy (x:Key.info) =
SHDCREP .Rey.info x)¢-+));

vel DER.encrypt.select : nex.definition (' ‘DER.encrypt.select',
(~-*(DER.oncrypt.select:Key. info-)(string-)string-}string))
(x:Rey.info) s
((got.REY.2lgid x ¢ RSAD ¢} £RSA | £RSA)¢--));

€ s : : B : 2 2 %)

C* koy convention: *)
€ in public key cryptography: ekey: public key *)
€4 dkey: privite key *)
Cx in secret key cryptography: key, okey, dkey: same thing %)
(* term convention: *)
(% MIC: 2 fixed-length quantity generated cryptographically *)
(* and associated w®ith 2 messafe to Teassure the recipient that )
(* the messags is genuine *)
O+ digital signature: same for XIC, in public key case *)
(* signature: 1 quantity asocited with a message w®hich only *)
(% someone ®ith Xnowledge of your private key could have *)
O+ generated, but which can be verified through knowledge of *)
(* your public key *)

(* if you can Tetrieve the original message by decryption, then *)

(% you are the intended recipient *)
val is_PrivateS ¢ new.definition ('is_Privates’,
(=-fis_Privates

(deczyptS: string -} string -} IV =}¥string)
(message: string) ¢+ plain woxt *)
(rxmsg:  string) (+ cipher text *)
(decTyptIV: IV)
(key: swring) =
(decrypt$ rxmsg key decryptIV = messagedt-=));

val is_PrivateP ¢ nex.definition (''is PrivateP'’,
(=~fis_PrivateP
(decryptP: stTing -) siring =¥string)
(message: string) G+ plain text *)
(rxmsg:  string) ¢ cipher text )
(dkey: stiring)
{decryptP rxmsg dkey = message) f-=));

O+ is_Authentic: if I can check the signature, then only *)
(* the person ¥ho knows the private key could have signed *)
Cx the text *)

val is_Authentic ¢ new.definition ("*is_Authentic',
(-~%is_Authentic
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(verify: string -} string -} string -) boold
(mossage: string)  (+ plain text *)
(signature: stringd (+ signature of message *)
(ekey: stringd ¢

verify messige signature ekey‘--));

(% is.Authentic2: if I can check the digital signature of 2 *)
(* messge, then only the person ¥ho knows the private key could *)
(* have signed the text *)

val is_Authentic? ¢ new.definition (''is_Authentic2'’,
(--fis_Authentic2
(verify: string -) string -} string -3 bool)
(hash: string -} string)
(messago: siring) G+ origimal plain text #)
(mic:string) ¢+ Teceived sigmature of the EDx)
(ekey: string) ¢

verify (hash message) mic okey‘--));

(¢ if you can verifying the signature of : message digest, *)
(* then you can be sure if the message is intact *)
yal is_Intact @ new.definition (''is.Intact'’,

(--*is. Intact

(verify:svring -} string -) string -} bool)

(hash: string -} string)

(message:string)

(mic:string)

(ekey:string) =

verify (hash message) mic okey‘--)>;

(% u private key uniquely identifies wxith 2 principal *)
¢+ so if the message is signed ¥ith an dkey, then only the *)
(% owner of dkey would have signed it *)

vil is.non.deniable ¢ new.definition ¢''is.non.denizble'’,
(--¢is_non.denizble
(verify: string -} stzing -} string -} boold
(message: string) (% origimal plain texs *)
(signavure:string) (+ received signature *)
(ekoy: string)
verify mossage signature ekey‘--));

close.theory();
oxport.theoTy();
(€ z < < B B < 3 %)
(% prove the property is.private *)
(* the per messigoe key is secure *)

(xval is_Private.DER 2
l- !decTyptP encTYptP messige IXMSZ IXWSE okoy dEKEY0 dkey.

(zxmsg * txmsg) %}

(txmsg ¢ encryptP message ekey) 32

(imsg. decTypt? (encTyptP msg ckey) dREY0 = msg) %)

(tmsg d2. (decrypt? (encTyptP msg ekey) d2 2 msg)

+2) (d2 ¢ dEEY0)) 32}

((dkey ¢ dFEY0) = is.PrirateP decryptP messige IXmSE dkey)

*)

val is.Private DER : prove.thm (''is.Private DER',
(--41{docryptP:stTing-}string-}stringd
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(encryptP:string-)string-}string)
(message: string) Ok plaintext )
(tamsg:string) (% ciphortexs *)
(raxmsg: atring) (* ciphertext *)
(ekey: string)
(dXEY0: string)
(dkey: string).
(rxmsg = txmsg) 32
(txmsg ¢ oncryptP message okey) s¢
(lmsg. (decryptP (encryptP msg ckey) dEEY0) @ msg) st}
(imsg d2. ((decryptP (encryptP msg ekey) d2) * msg)
$2} (d2 s dREY0)) s

((dkey ¢ dKEY0) ¢ is_PrivateP decrypt? message rxmag dkey)f--),
REPEAT GEN.TAC THER
DISCH.THEF (fn th s} REWATTE.TAC [th, is.PrivateP]) THEF
DISCH.THEN (fn th ¢} REWRITE.TAC [+h]) THEF
DISCH.THEF (fn th 2} ASSUNE_TAC

(SPECL [--fmessago:stringf--] th)) THEN
DISCH.THEF (fn th ¢} ASSUNE.TAC

(SPECL [--‘message:stringt--, =-‘dkey:stringf-~]1 th)) THEW
EQ.TAC THEEL
[DISCH.THEN (fn wh s} REVRITE.TAC [+hl) THER
ASEREHRITE.TAC [J,
PURE.ONCE.ASK.REHRITE.TAC [J1);

(#val is_Private.msg ¢
I- decTyptS encryptS messige txmsg Txmsg decryptI¥ KEY(Q key.
(rxmsg = txmsg) :2)
(txmsg # encryptS message REY0 decryptIV) s¢
(tmsg key.
(decrypsS (encryptS msg key decTyptIV) key decrypsIV & nsgd
#\ (imsg keyl. (decrypt5S msg keyl decTyptIV
¢ decrypt§ msg key decryptIV) ¢ key : keyl)) s:
((xey = EEY0)
¢ is.Privates decryptS message Txmsg decryptIV kay)
*)

val s Privite.msg ¢
prove.thm ("i:.PIiYne.msg',
(--‘!(decryptS: siring -) string =)} IV -) string)
(encrypts: string -) string «) IV -) string)
(message: string) (¢ plaintext =)
(txmsg: siring) (% ciphertext *)
(rxmsg: string) Ck ciphervext »*)
(deczyptIv: IY)
(REY0: string)
(koy: string).
(rxmsg @ tamsg) 3
(txmsg ¢ encryptS message KEY0 dectyptIV) ::)
(tmsg key. (decTypt$
(encrypts msg key decryptIV) key decryptI¥ ¢ msg) I\
'msg keyl. ((decTyptsS msg keyl decryptlV
¢ decryptS msg key decryptIV) ¢ key : keyl)) s:)
(Ckey = REY0) =
is_PrivateS decryptS messaige rxmsg decryptIV Xkey)t--),
REPEAT GEN.TAC THER
DISCH.THEF (fn th 2} REWRITE.TAC [th, is_PrivateS]) THEN
DISCH.THEN (fn th ) REWRITE.TAC [+h]) THER
DISCH.THEF (fn th s} HP_TAC
(SPECL [--‘message: stringf--, --¢REY0: stringf--1 th)) THEE
DISCH.THEN Cfn th *) ASSUNE_TAC (CONJUNCT! th) THEX
EP_TAC (SPECL
[--f(encrypt5: string -} string -} IV -} stTing)
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message KEY) decTypsI¥é--,
--fkey:stTing¢--] (CONJUNCT?2 th))) THEF
DISCH_THEN (fn th ¢} ASSUME_TAC th) THER
EQ.TAC THERL
[DISCH.THEN (fn th 3} ASE_REVRITE.TAC [thl),
TEDISCH.TAC (--f(decTypt$: string -) string -} IV -} stringd
(oncryptS message FEY0 decryptIV)
FEY0 decryptI¥ : message‘--) THEN

DISCH_THEEF (fn thi 2} (DISCH.THEN (fn th2? 2} ASSUEE.TAC (GSYEC

(SUBST [((GSYE %h2), ==-fxistringt--)]
(--¢(decTyptS: string -} svring -} IV -} string)d
(encrypt$ (messige: stTingd REY0 decryptIV)
EEY0 dectyptIV: xf=-) th1)))D))
THEX
RES_TAC THEF
ASE_REVRITE.TAC OO1);

(€3 : s H s : H H %)
(% prove the property is.authentic *)
(*val is_Authentic XD
|- !verify sign message txmsg rxmsg ekey dREYO dkey.
(zxmsg @ wxmsg) 2%}
(txmsg * sign XD dkey) =2}
(tmsg. vorify msg (sign msg dkey) ekey # dkey = dEEYD)
((dkey ¢ dREY0) ¢ is_Authentic verify XD rxmsg oXoy)

“
"
~

*)

val is.Authentic.ED : prove.thm (''is_Authentic.ED'',
(=-¢!{verity:string-}string-}string-2bool)
(sign:string-¥string-dstring)
(mossage: string) (* plaintext *)
(tamsg: string) (% ciphertext *)
(rxmsg:string) (* ciphertext *)
(ekey: string)
(dEEYO0: stTing)
(dkey: string).
(rxmsg * txmsg) =)
(txmsg ¢ sign XD dkey) =3
(imsg. vorify msg (sign msg dkeyd ekey = dkey s dREY() =3}
((dkey = dREYD) ¢
is_Authentic verify XD rxmsg ekey)‘--),
REPEAT GEN.TAC THEN
DISCH.THEF (fn th $)} REVRITE.TAC [+h, is_Authenticl) THEN
DISCK.THEF (fn th ¢} REVRITE.TAC [th]}) THER
DISCH.THEN (fn th 2} ASSUEE.TAC
(SPECL [--‘ED:string®--1 th)) THEN
ASE_RENRITE_TAC [1);

(* assure the recipient that the sonder did send the message *)
Ck val is.Authentic.msg =
I- tverify sign hush message txmic rxmic ekey dREY0 dkey.

(rxmic = tamic) 23

(txmic ¢ sign Chash messaged dkeyd ==

(iml m? dkey2. verify mi (sign m2 dkey2) ekey ¢ dkey2 : dREY() =
((dkey ¢ dFEY0) + is.Authentic2 verify hash message Ixmic okey)

*)

val is.Authentic.msg ¢ prove.thm ('is_Authentic.msg”,
(--¢1(verity:string-}string-}string-rbool)
(sign :string-dstTing-}string)
(hash: string-}string)
(mossage :string) (¢ pluintext )
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Ctamic :string) (% digital signature *)
(rxmic :stringd (* digital signature *)

(ekoy: siring)
(dREY0: string)
(dkey: string).
(rxmic ¢ txmic) 22
(exmic ¢ sign (hash message) dkoy) =
(!m! m2? dkey2. verify mi (sign m2 drey?) ekey
¢ (dkey? * dREYD)) =3
((dkey = dREYD)
is.Authentic2? verify hash message Txmic ekey)f--),
REPEAT GEF.TAC THREY
DISCH.THER (fn th ) REHRITE.TAC [th, is.Authentic2]) THER
DISCH.THEN (fn th #} REYRTIE.TAC [+h]l) THER
DISCH.THEN (fn th 2} ASSUNE_TAC
(SPECL [--fChash:svring-)string) (message:string)‘--,
=-fChash:string-dstring) (message:stringdf--,
==‘dkey:string‘--] th)) THEF
ASE_REVRITE.TAC [1);

[€H : H H : : : B %)

(% is_Intact applied to a message, *)
(#val is.Intact.msg ¢
I- !verify sign hash txmessage rxmessage txmic rxmic ekey dkey.
(txmic s sign (hash txmessage) dkoy) =3
(zxmic ¢ txmic) =2
('ml m2. Chash m! 2 hash m2) 32} (ml = m2)) 22
(sl s2. verify sl (sign s2 dkey) ckey ¢ sl 2z 32) =2)
((rxmessago * txmessage)
¢ 1s_Intact vorify hash rxmessage rxmic okey)
*)

val is.Intact.msg ¢ prove.thm (''is_Intact.msg',
: --f1{verify:string -) string -) string -)bool)
(sign:string -} string -} string)
(hash:  stzing-) string)
(txmessage: string ) (rxmessage: string)
Cexmic: stringd Crxmic: string)
(ekey: string) (dkey: string).
(txmic ¢ sign C(hash txmessage) dkoy) 22
(rxmic = txmic) 22
(!m1 m2. Chash ml ¢ hash m2) 22} (ml s m2)) =
(!s1 s2. verify sl (sign s2 dkey) ekey ¢ (si
((rxmessage = txmessage) ¢
is_Intact verify hash rxmessige rxmic okey)‘--,
REPEAT GEN.TAC THEE
DISCH.THEN <fn th $} REWRITE.TAC [+h, is.Intact]) THEE
DISCH.THEF (fn th ¢} REWRITE.TAC [+h]) THEF
DISCH.THEE (fn th <} ASSUNE_TAC (SPRCL
[(--‘rxmessage: stringt--), (--‘txmessage:string®--)] th)) THEN
DISCH.THEF (fn th ) ASSUNE_TAC (SPECL
[(--‘Chashistring-}string) (txmessage:stringdé--),
(--fChash:string-)string) (txmessage:string)®--)] th)
THEE EP_TAC th) THER
DISCH.THEF (fn th ) ASSUME_TAC (SPECL
[(--f(hashistring-}string) (rxmessige:stringdé--),
(--‘(hashistring-}string) (txmessage:stTing)f--)1 th)) THEN
EQ.TAC THENL
[DISCH.THEF (fn th s} REVRITE.TAC [th]) THEX
ASE_REWRITE_TAC [,
ASE.RENRITE.TAC (11);

}
32)) =)
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(%2 s : s $ : s : )
(* prove non-repudiation *)
(ral is.non.deriable.msg *
I- tverify sign hash messige EESSAGE0 txmic rxmic ekey dREY0 dkey.
(rxmic & txmic) =3
¢txmic ¢ sign Chash NESSAGED) dkey) @2
¢*ml m2. Chash m! s hash m2) ¢ mi ¢ md) 32}
(!ml m? dkey2. vezify mi (sign m2 dkey2) ekey
s (ml ¢ m2) ¢\ (dkey2 = dREY0)) 22
((dxey = dFEY0) /\ (message = HESSAGEO) *
is_non.deniable verify (hash messige) rxmic ekeyd
*)

vil is.non.deniable.msg ¢ prove.thum (''is_non.deniable.msg'’,
(--¢1(verify:string-¥string-}string-2boold
(sign :string-¥svring-}string)
(hash: string-}string)
(message :string) C* plaintext, retrieved by recipient *)
(XESSAGRO: string) (¢ plaintext, used by origimator *)
(txmic :string)
(rxmic :string)d
(ekey: string) (* public key of clazimed originator *)
(dFEY0: stTing) (* private key of claimed originavor *)
(drey: string). (x private key of Teal originator #*)
(zxmic = taxmic) =%
(txmic ¢ sign Chash HESSAGE0) dkey) 5%
¢'mi m2. Chash ml ¢ hash m2) ¢ ml * md) 22
('ml m? dkey2. verify m! (sign m2? dkey2) ekey
s ((m! ¢ m2) /% (dkey2 ¢ dREY0))) =2

({(dkey = dEEY0) J\ (message ¢ EESSAGE0)) *
is_non.deniable verify (hash message) Txmic okey)‘--),
REPEAT GEB.TAC THEW
DISCH.THEF (fn th =) REVRITE.TAC ([th, is_non_deniable]l) THEN
DISCH.THEF ¢fn th :} REWYRITE.TAC [th]l> THER
DISCH.THEF (fn th ) ASSUEE_TAC

(SPECL [--‘message:stTingt--,--NESSAGEO:string’--] th)) THEN
DISCH.THEN (fn th s} ASSUEE_TAC

(SPECL [--‘Chash:string-dstring) (message:stTingd‘--,

--t(hash:string-}string) (HESSAGEO:string)f--,
--tdkey:string‘--1 th)) THEF

ASE.REYRITE_TAC [J THEN
ACCEPT.TAC (SPECL [--‘(dkey:string) = (dREY0:stxing)‘--,

--¢(message: stTing) * (EESSAGEO:string)f--] CONT.SYED);

(%3 B s s B B H B %)

val th $ TAC.PROOF (
¢, ~-%'A B. ("A323°B) ¢ ( Bs3IAdC--),
REPRAT GEN_TAC THEF EQ.TAC THENL
[DISCK.THEN (fn th $) MP_TACCINP.ELIE th)) THEE
SUBST1_TAC (SPECL [--¢""A¢--, =-¢"B¢--] DIS]_SYE) THEE
DISCH.THEN (fn th ) EP_TAC (DISI.IEP th)) THEE
REFRITE.TAC [BOT.CLAUSES],
DISCH.THEN (fn th ) XP_TAC(INP_ELIK th)) THEF
SUBSTI.TAC (SPECL [--f-Bf--, =--fAibool¢--] DISI.SYE) THEN
DISCH.THEN (fn th ¢} P TAC (DISJ_IEP th)) THEE
REGRITE.TAC [EOT.CLAUSESII);

€ s H H H H H H : %)

(* This says vhat if I send you i message and the EIC is somehox
changed on the ®¥iy, then you cannrot be sure of the source of the
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nessage *)

¢+ val not.Authentic
- !verify sign hash EESSAGE0 txmic xxmic ekey dREYO.
Ctxmic ¢ sign (hash EESSAGRO) dREY0) s=
(!ml m2. verify ml m2 okey ¢ m2 ¢ sign mi dREY0) =:
(!m! m? dkeyl dkey?l.

(sign ml dkeyl = sign m2? dkey?) =2} (mi = m2) J\ (dkeyl ¢ dkey2)) 3¢

“Crxmic @ txmic) s
“(is_Authentic2? verify hash MESSAGE0 rxmic ekey) : thm
*)

vl not.Authentic ¢ prove.thm ('‘not_Authentic'',
(--¢2{verify:string-}string-)string-rboold
(sign :string-d}string-)string)
(hash: string-)string)
(ERSSAGREO: stringd C* plaintext, used by originator *)
(txmic :stringd
(rxmic :stringd
(okoy: stringd ¢ public key of claimed originator »*)
(dREY0: svringd. (* private key of claimed originator *)
(txmic 2 sign Chash EESSAGEO) 4REY0) s
(!m! m2. verify mil m2 okey : (m2 : sign mi dREY0)) =2
(!m! m2 dkeyl dkey2. (sign m! dkeyl : sign m2 dkey?2)

22} (m! ¢ m2> /% (dkeyl = dkey?2)) ==

“(rxmic s txmic) =¢
“(is_Authentic? verify hash NESSAGE0 rxmic ekey)‘--),
REPEAT GEN.TAC THER
REVRITE.TAC [is.Authentvic?, th] THEN
DISCH.THEE (fn th ) REVRITE.TAC [th]l) THEX
DISCH.THEF (fn th %} REWRITE.TAC [+hl));

(¢33 s 5 H H s s : B
Gk This says that if I send you 2 message and the XIC is somehox
changed on the ¥y, then you cannot be sure of the integrity of

both XIC and message, since eithor ono could have been changed *)

(¢ val not.Intact ¢
I- verlfy sign hash EESSAGE0 txmic rxmic ekey dREYO.
(txmic # sign (hash EESSAGED) dREYD) <2)
('ml m2. verify ml m2 ekey ¢ m2 ¢ sign ml dKEY0) 22}
(!ml m? dkeyl dkey?2.

%)

(sign ml dkeyl ¢ sign m? dkey2) 223} (ml 3 m2) /\ (dkeyl : dkey2)) ==

“(rxmic s txmic) s¢
“(is.Intact verify hash EESSAGRO rxmic ekey) : thm
*)

val not.Intact ¢ prove.thm (''not.Insacs'’,
(==*#t(vority:string-}atring-rstring-rbool)
(sign :stvring-)svring-dYstring)
Chash: string-)string)
(HESSAGED: stringd (= plaintext, used by originator *)
Ctamic :string)
(rxmic :string)
(okoy: string)d  (* public key of claimed originator *)
(dREY0: stringd. (% private key of claimed originator =
(txmic ¢ sign Chash EESSAGEO) dREY0) =:)
(tml m2. verify ml m2 okey ¢ (m2 * sign ml dREY0)) =:
(fml m2 dxeyl dkey2. (sign ml dkeyl * sign m? dkey?)

22} (mi ¢ m2) #\ (dkeyl = dkey2)) ==

“(rxmic * tamic) ¢2
“(is.Intact verify hash EESSAGE0 rxmic eokey)‘--),
REPEAT GEN.TAC THER
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REVRITE.TAC [is.Insacty, th]l THEN
DISCH.THEF (fn th ¢} BEWRITE_TAC [th]) THEN
DISCH_THEF (fn th ) BEVRITE.TAC [th1ID);

(€5 2 ] H B 5 H H s a%)
¢+ This says that if I send you  messige and the EIC is somehow

changed on the wxay, then I can demy having sent the message. *
(* Tho roason we 1ssume the received mossage is correct and the

claimed identity of origimator is rexl, is, otherxise, one cannot

say that someone didn’t send the mil, instead of this ome didn’t

send this mil message *)

(% val is_deniable *
]- tverify sign hash EESSAGE0 txmic rxmic ekey dEEYO.
(txmic s sign (hash HESSAGEQ) dREY0D =2
¢'ml m2. verify ml m? ekey : m2 * sign ml dEEYD) 32
(!ml m2 dreyl dkey2.
(sign m1 dkeyl 2 sign m2 dkey2) 3%} (ml : m2) % (dkeyl = dkey2)) 33}

“(rxmic : txmic) 3¢
(is_non.deniable verify (hash EESSAGE0) rxmic ekey) : thm

*)

val is.deniable # prove.thm (''is.deniable'’,
(--$1(yorify:string-}string-?string-1bool)
(sign :string-dstring-)siringd
¢hash: string-}ssring)
(EESSAGEO: string) (¢ plaintext, used by originstor *)
(txmic :stringd
(xxmic :s¥Ting)
(ekoy: stringd O+ public key of claimed originator *)
(dREY0: stringd. (% privave key of claimed originator *)
(sxmic ¢ sign Chash EESSAGE0) dEEY0) =2}
('ml m2. verify ml m2 ekey ¢ (m2 ° sign ml dREY0)) 32}
('ml m2 dkeyl dkey?. (sign mi dkeyl 3 sign m3 drey2)
22y (m1 = m2) % (dkeyl ¢ dkay2)) 22}
“(rxmic ¢ txmic) 33
“¢is.non.denizble verify Chush AESSAGEO) rxmic ekey)®--),
REPEAT GEN.TAC THER
REVRITE.TAC [is.non.deniable, th] THEX
DISCH.THEF (fn th ¢} REWRITE_TAC [th]l) THEN
DISCH.THEN ¢fn th 3} REGRITE.TAC [th1));

(€34 B s s s : H s %)
val thl = SPECL [--*x:dekinfo‘--]
(COFTUNCT! dekinfo. ISN_DEF);
val th? = REVRITE_RULE [thi] (SPECL [--‘REP.dekinfo (x:dekinfo)¢--]
(COEJUECT2 dekinfo.ISO_DEF));
val th3 ¢ REVRITE.RULE [is_dekinfol th2;

(#val gov.DER.algid CASES s |- !x. get.DER.algid x ¢ DES.CBC *)

val got.DER.algid.CASES ¢ prove.thm (''get DER.algid CASES'',
-1y, (get.DEE.algid x # DES.CBCO‘--,
GEY_TAC THEY
REVRITE.TAC [get.DEE.algid, th31);

(He s H s %)
val thi ¢ SPRCL [--*x:EIC.info‘--]
(COFIUNCT! EIC.info.ISO_DEF);
val th2 ¢ SPECL [--‘REP_EIC.info (x:XIC.info)f--]
(COEIVNCT2 EIC.info.ISO.DEF);
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val th3 * REVRITE_RULE [thi] th2;

val th4 ¢ REVRITE.RULE [is_XIC.info] th3;
val th5 ¢ CONJUNCTY thé;

val thé = CORJUNCT2 thé4;

(€
get.MIC hashid CASES:
I- x. (get.XIC.algid x ¢ RSA.ED2) \/ (got.EIC.2lgid x * RSA.XND5)
*)
val got HIC.hashid.CASES = prove.thm ("'gev XIC.hashid.CASES',
m-fix. (got.MIC.algid x ¢ RSA.XD2 ) \/
(ges.EIC.algid x = RSA.ND5)¢--,

GEN_TAC THEF
REVRITE.TAC [get.NIC.algid, th51);

(*got EIC.signid.CASES:
- fx.
(get.EIC_sigalgid x s DES.EDE) \/
(got.EIC.sigalgid x s DES_ECB) \/
(got-MIC.sigalgid x ¢ RSA) : thm
*)
¥al gov.KIC.signid CASES ¢ prove.thm (''get.EIC.signid.CASES",
==fix, (gev.HIC.sigalgid x ¢ DES_EDE) \/
(gov.MIC.3igalgid x = DES.ECB) \/
(got.EIl.sigalgid x ¢ RSA)C--,
GEN.TAC THEN
REVRITE.TAC [get.EIC.sigalgid, th6l);

(€3] : s H B B : H %)

val thi & SPECL [--fx:Rey.infof--] '
(COFIUECTI Foy.info.ISO.DEF);

vel th2 ¢ REWRITE.RULE [thi] (SPECL [--‘REP_Rey.info (x:Rey.info)¢--3
(COBIURCT2 Rey.info.ISO.DEF));

val th3 ¢ REVRITE.RULE [is_Rey.infol th2;

(#val got.Koy.2lgid.CASES = |- !x. gov.KEY_algid x = RSA *)
val got.Key.algid.CASES ¢ prove.shm (''get.Rey_algid.CASES",

==fix. (gov.KEY.2lgid x ¢ RSA)¢--,

GEF.TAC THEN

REVRITE.TAC [get.REY.algid, th31);
(%2 s : s : s H H k)

oxport.theory();
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Appendix D

PEM _CLEAR

D.1 pem_clear.theory

Theory: pem.clear

Parents:
pem.definitions

Type COnstants:

Term CORSTAnts:

KIC.CLEAR_example (Prefix)

:string - string -} siring -} string -}

preob # proctype # contentdomain # id.asymmetric
EIC.info # stTing # posteb

£ot EIC.CLEAR.XIC. Info (Prefix)

:proob # proctype # contentdomain # id_asymmetric
EIC.info # string % posteb -} EIC.info

get.IriginatorAsymTD.into (Pretix)

:precb # proctype # contentdomain # id asymmetric
XIC.info & string # posteb -} id.asymmevric

get XIC.CLEAR Proc.Type (Prefixd

:presb & proctype # contontdomain # id.aisymmesric
EIC.info # string # posteb -) proctype

got.HIC.CLEAR.voxt (Profix)

:precb # proctype & contentdomain # id.asymmetric
XIC.info # string & posteb -} string
gov.msg.HashID (Prefix)

:presb & proctype # contentdomein # id.asymmetric
EIC.info & string # posteb -} algid

gov.msg.SignId (Prefix)

:prosb # proctype # contentdomiin # id.asymmetric
EIC.info # stTing # posteb -} algid

got.msg KIC (Profixd

:presb # proctype # contentdomain ¥ id_asymmetric
EIC.info # string # posteb -} stTing
EIC.CLEAR.is.Intacy (Prefix)

:proob # proctype # contentdomain # id_asymmesxic
EIC.info # string % posteb -} bool

Axioms:

Definitjons:
EIC.CLEAR.oxample
1- !s1 32 s3 s4.
EIC_CLEAR_oxample sl 32 83 8% ¢
(BEGIN ''PRIVACY.ENHANCED EAIL'
Proc.Type (4,EIC.CLEAR),
Content.Domain RFC822,
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ID Asymmetric si,
[Cortiticate s3],
RIC.Info CRSA.ED5,R5A,s3),

84,
END "PRIVACY.FNHANCED EAIL'®)
£ov NIC_CLEAR XIC_Info

- 'x. got MIC.CLEAR.XIC_Info x ¢ FST (SED (SED (SED (SHD (SHD x)))))
got.OriginatorAsynID. info

I- 'x. get_OriginatorAsymID.info x ¢ FST (SHD (SED (SED x)))

goV. KIC.CLEAR_Proc.Type [- !x. got. MIC_CLEAR.Proc.Type x ¢ FST (SHD x)

£e3 AIC.CLEAR. toxt

I- !x. got.MIC.CLEAR.toxt x : FST (SND (SED (SND (SHD (SHD (SED x)))D))
got.msg HashID

- !x. got.msg.HashID x : got.NIC.algid (get_NIC.CLEAR.KIC.Info x)
got.msg.SignID

I~ !x. got.msg.SignID x * got.NIC_sigalgid (get_EIC.CLEAR.XIC.Info x)
got.msg XIC |- !x. gev.msg.XIC x < got.KIC.mic (get.XIC.CLEAR.EIC.Info x)
KIC.CLEAR.is.Intacs '
|- !mic.clear.msg.
EIC.CLEAR.is.Intact mic.clear.msg ¢
(let micInfo ¢ got.NIC.CLEAR.KIC.Info mic_clear.msg
in
let okoy : get.Key.from.ID (get.OriginatorAsymID.info mic.clear.msg)
in
is_Intact (MIC.sign_select micInfo) (NIC.hash.select micInfo)
(got EIC.CLEAR.Voxt mic.clear.msg)
(got.XIC_mic micInfo)
okey)

TheoToms:
integrity.lemmat
I- !verify sign hash txmessige rxmessage dkey ekey.
(!ml m2. Chash ml = hash m2) #2) Cmd ¢ m2)) 3=
(!ml m2. verify ml (sign m? dkey) ekoy % mi ¢ m2) =)
is.Intact verify hash rxmessage (sign (hash txmessage) dkey) ekey ::
(txmessage ¢ rxmessige)
integrivy.lomma?
I+ fverify sign hash txmessige rxmessage dkey ekey.
(tml m2. Chash ml s hash m2) 223 C(ml & m2)) 22)
(!ml m2. verify ml (sign m2 dkey) ekey = ml s m2) 22}
(txmessige * rxmessage) 3t
is_Intact verify hash rxmessage (sign Chash txmessage) dkey) ekey
integrity.lemma3
I- !verify sign hash txmessige Txmessige dkey ekey.
(!m! m2. Chash ml ¢ hash m32) $3) Cml ¢ m2)) s3
(!ml m2. verify ml (sign m2? dkey) ckey ¢ ml s m2) 22
((tamessage * rxmessage) ¢
is.In%act verify hash rxmessage (sign (hash txmessige) dkey) ekey)
Intact
1- !verify sign hash txmessige rxmessige dkoy okey smd.
(spd s sign (hash txmessige) dkey) =2
(!mi m2. Chash ml = hash m2) =2) (ml & m2)) 33%)
(!ml m2. verify ml (sign m? dkey) ckey ¢ ml & m32) =2
((txmessage ¢ ramessage) = is.Intact verify hash rxmessage smd okey)
EIC.CLEAR_is_Intact.Correct
|- !mic_cloar.msg sign txmessage dkey.
let micInfo ¢ get XIC.CLEAR.XIC.Info mic.clear.msg
in
let ekey = got.Rey.from.ID (get_OriginatorAsymID.info mic.clear.msg)
in
let hash # EIC.hash.select micInfo
and
verify * EIC.sign.select micInfo
and
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rxmessage * got. EIC.CLEAR_text mic.clear.msg

(get_EIC.mic micInfo : sign (hash txmessaged dkey) =2

¢'mil m2. Chash ml 3 hash m3) 22} (ml ¢ m2)) 32

('ml m2. verify mi (sign m2 dkey) ekey = ml ¢ m2) &3
((tamessage ¢ rxmessige) ¢ NIC.CLEAR.is.Intact mic.clear.msg)

D.2 pem_clear.sml

se222205080000005555358008 0558558822222 03335825%)
(x File: pem_clear,sml *)
(+ Description: selector and security function for *)
Cx EIC-CLEAR messige *)
Ck Date: Aug. 20, 1996 *)
(k Author: Shiu-Fai Chin, xith some modification %
(€ by Dan Zhou *)
(K22255555558002508083820083888838283058358282828282582528825835282228%)
€] sign: use private key, ''dkey’ *)
(€] verify: use public key, ''ekey"’ *)
nex.theory '‘pem.clear'’;
load.library{1ib ¢ hol88.1idb, theory & '*+"'};
open Psyntax Compat;
nex_pirent ‘‘pem.syntax'’;
nex.parent '‘pem_definitions'';
awdd . theory.to.sml '‘pem.synvax'’;
add.theory.to.sml '‘pem.definitions'’;
(%2 H B s H H s B %)
(* this section is ®hat neesded to be redone for a different *)
(x message syructure of HIC_CLEAR *)

val micclearmsg * ty.untig
(s:¢:(preeb # proctype # contentdomuin # id.aisymmesric #
(certificate 1ist) & KIC_info & string # postebdfss);

val EIC.CLEAR_ eximple ¢ new.definlition
(*'EIC.CLEAR._example'', =--‘EIC_CLEAR.examplo sl 32 s3 s4 2
(BEGIF ''PRIVACY_EFHKAECED HAIL'Y,
Proc.Type (4,KIC.CLEAR),
Content .Domain RFC622,
ID_Asymmetric (sl:string),
[Cortificate (s2:stTing)],
NIC.Info C(RSA.ED5,RSA,(s3: string)),
¢ asymsignmic *)
(s4: string),
(+ pomvext *)
END ‘PRIVACY.EFHANCED EAIL')‘-~);

val got EIC.CLEAR.EIC.Info ¢ new.definition
(*'get EIC.CLEAR_EIC_Info',
(--gotv NIC.CLEAR_KIC.Into (x: “micclearmsg) ¢
FST(SEDCSEDCSHDCSHDCSHD %)) F==));

(* sender ID, this field can replace the sender’s certificate

val get.OriginatorAsymID.info = nex.definition
("'gov.OriginatorAsynID. info'’,
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=-fgot.0riginatorAsymID info (x: “micclearmsg)
¢ FST(SHD(SHD(SND x)))f=-);

val got NIC.CLEAR.Proc.Type ¢ new.definition
("'get . XIC.CLEAR.PrOC. TYpe'',
(-~'got MIC.CLEAR Proc.Type (x: “miccloarmsgd s FST(SND x)f--));

val got KIC.CLEAR.text : nex.definition
("'got XIC.CLEAR toxt'’,
(--‘got AIC.CLEAR.voxt (x: “micclearmsg) ¢
FSTCSEDCSHDCSED(SHDCSHDCSED x)3DD)D6==));

(€S H s H s s s H %)

(* retrieve eich sub-field from rax message field *)
G+ these re not used in the following proof, other functions )
¢ are used instead *)
C+ Nash Algorishm *)

val got.msg_HashID * nex.definition
("'got.msg.HashID'",
(-~‘get.msg_HashID (x:"micclearmsg) =
got.EIC.algid (get.MIC.CLEAR_XIC.Info x)¢--));

(x Sign Algorithm for messige digest *)
val get.msg.SignID ¢ new.definition ('‘get.msg.SignI'’,
--fget.msg.SignID (x:"micclearmsg)
¢ got.MIC.sigalgid (get.XIC.CLEAR.XIC.Info x)¢--);

(* Encrypted NIC *)
val get.msg KIC : nex.definition

("'got.msg KIC',

--fget.msg EIC (x:“micclearmsg)

¢ got MIC.mic (get.EIC.CLEAR_KIC.Info x)f--);

val EIC_.CLEAR.is_Intact ¢ new.definition
("EIC.CLEAR.is_Intact'’,
(-=*AIC.CLEAR.is.Tntact (mic_clear.msg:“miccloarmsg) ¢
(let micInfo ¢ (get.NIC.CLEAR.XIC.Info mic.clear.msg) in
(let ekey = geot.Rey.from.ID

(get.OriginatorAsynID.info mic.cleaT.msg) in

(is_Intacs
(EIC.sign.select micInfo)
(EIC.hash.select micInto)
(get MIC.CLEAR.text mic_clear.msg)
(got.XIC.mic micInfo) ekeyd))f--));

close.theory();
export.theory();

NIC.CLEAR._example;

val integrity.lemma!l ¢ prove.thm
(''intogrity.lemmay'’,
(--f!(verify: string -) string -) string -} boold
(sign: string -) string -} siring)
(hash: string -) string)
(txmessage: string) (rxmessige: string)
(dxey: string) (ekey: string).
(!ml m2.¢hash mi ¢ hash m2) s2) (ml ¢ m2)) 22}
C(lm! m2. verify mi (sign m2 dkey) ekey = (mi : m2)) 22)
(is.Intact vorify hash rxmessige
(sign (hash txmessage) dkey) ekey)
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22} (Txmessige ° TXWESsage)‘--),
REPEAT GEN.TAC THEN
REVRITE.TAC [is.Intact] THEN
DISCH.THEF ¢fn th s} ASSUNE.TAC (SPECL
[(--*rxmessage: stTingf-=), (-~ftxmossage:string‘-->1 th)) THEN
DISCH.THEF (fn th t)} REWRITE.TAC [SPECL
[¢--f(hash:atTing-)string) (rxmessige:string)i--),
(--%(hash:string-)¥string) (txmessage:string)--)] thl) THEF
DISCH.THEF (fn th 2} ASSUEE_TAC th THEN RES_TAC THEF
ASE_REVRITE.TAC [1D);

val integrity.lemma2? ¢ prove.thm
('integTity.lommal'’,
(--1{vority: string -} siring -} string -} bool)
(sign: string -) stzing -} stTing)
(hash: string -} string)
(sxmossage: string) (rxmessage: stringd
(dxey: string) (ekey: string).
¢'m1 m2.Chash ml s hash m2) s¢) (ml ¢ m2)) =)
¢!ml m2. verify mi (sign m2? dkeyd ekey : (ml ¢ m2)) 33
((txmessige ° TAmOssage) %)
(is_Intact verify hash rxmessige
(sign Chash txmessage) dkey) ekey))‘--),
REPEAT GEN.TAC
THEF REVRITRE.TAC [is_Intact]
THEF DISCH.THEN {fn thi 3}
(DISCH.THEN (fn th2 2} RE{RITE.TAC
[+h1,(SPEC (--f(hash:string -} string) txmessage‘-->th2>1)))
THEF DISCH.THEF (fn th s} RENRITE.TAC [%h1D);

val integrivy.lemma3 : prove.thm
(''integrity.lomma3'’,
(--¢1¢{vority: string -} string -} string -} bool)
(sign: string -} stTing -} string)
Chash: string -} string)
(txmessage: string) (rxmessage: string)
(drey: string) (ekey: string).
('mi m2.Chash m! ¢ hash m2) =3} (mi ¢ md)) %)
('ml m2. verify mi (sign m2 dkey) ekey 3 (ml ¢ m2)) =3
((txmessage s rxmessage) *
(is.Intact verify hash rxmessaige
(sign (hash txmessage) dkey) ekey))‘=-),
REPEAT GEN.TAC
THEE DISCH_THEN (fn thi s} (DISCH.THEF (fn +h2 s} EQ.TAC
THEN EP.TAC th2 THEF EP_TAC thi1)))
THES RE¥RITE.TAC [integrity.lemmai,integrity.lemma2l);

export.theory (;

(€ 5] : H : H s s s %)
val Intact ¢ prove.thm ('‘Imtact'’,
(-=t{vority: stTing -} string -} string -) bool)
(sign: string -} string -} string)
(hash: string -} string)
(vxmessage: string) (ramessage: string)
(dkey: stringd (ekey: string)
(smd:string).
(smd ¢ (sign Chash txmessige) dkey)) =
('mi m2.¢hash m! ¢ hash m2) 23} (ml 3 m2))
(imt m2. (verify mi (sign m2? dkey) okey) #
((txmessage : IXMOSsage) o
(is_Intact verify hash rxmessage smd eokey))‘-=-),
REPEAT GEF.TAC

<2}
(mi = m2)) =3}
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THEN DISCH.THEF (fn th 2} RE{RITE.TAC [thl)
THEN REVRITE.TAC [integrity_lemmz3]);

fun let.ELIX_CONV t =
TRY.COFY (les.COBY THENC let.ELIE.COEY) +t;

val %hl ¢ letv.ELIE_COEV
(--‘let micInfo : get.KIC.CLEAR.EIC.Info mic.clear.msg in
(let ekey * got.Key.from.ID (get.OriginatorAsymID.info
mic.clear.msg) in

(let hash ¢ XIC.hash_select micInfo and

verity ¢ MIC.sign_select micInfo and

rxmessage * got NIC_CLEAR.text mic.clear.msg in
((got.EKIl.mic micInfo s sign Chash txmessage) dkey) =2
(!ml m2.Chash m * hash m2) s2) (ml s m2)) &3
('m1 m2.verify mi

((sign:string-)string-dssringd m? dreydekey : (ml s m2)) 22}
((txmessage * rxmessage) ¢
EIC_CLEAR.is. Intact mic.clear.msg))))--);

val th2 ¢ let ELIE_COFY
(--‘let micInfo * go3.NIC.CLEAR.EIC.Info mic.clear.msg
in
let ekey ¢ get.Rey.tfrom.ID (gev_OriginatorAsymID.info mic.cleaT.msg)
in

is.Invact (HIC.sign.select micInfo) (AIC.hash.select micInfo)
(got.NIC.CLEAR.toxt mic.cleaT.msg)
(got.EIC.mic micInfo)
ekoyf-=);

val EIC.CLEAR.is.Intact.CorTect ¢ prove.thm
("HIC.CLEAR.is_Intact.Correct'’,
(--*Ci(mic.clear.msg: “micclearmsg)
(sign: string -} string-} string)
(txmossage: string)
(dkey: string).
(lev micInfo ¢ got MIC.CLEAR.EIC.Info mic.clear.msg in
(let ekey * ges.Koy.from.ID (get.OriginatorAsymID.info
mic.clear.msg) in
(let hash ¢ KIC.hash.select micInfo and
verity : MIC.sign.select micInfo and
Txmessage * gov. NIC.CLEAR.text mic.clear.msg in

((get.EIl.mic micInfo s sign (hash txmessaged dkey) ss
(!ml m2.Chash ml ¢ hash m2) =2} (mi ¢ m2)) sz
(!ml m2.verity mi (sign m2 dxey) ekey : (mi = m2)) =
((txmessage * ramessage) ¢
XIC.CLEAR.is_Intact mic.clear.msgd)))D)¢--),

REPEAT GEN.TAC

THEY REVRITE.TAC [thil]

THEF REVRITE.TAC [HIC.CLEAR_is_Intact,th2]

THEN REVRITE.TAC [Invactl);

export.theory();
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PEM_ENCRYPTED

E.1 pem_encrypted.theory

TheoTry: pem.encrypted

Parents:
pen.definitions

Type constants:

Term constants:
EBCRYPTED .oxample (Prefix)
:string -} string -} string =) string -} string -} string -}
presb # proctype ¥ contentdomain & dekinfo # id.asymmetric &
cortificate list & NIC.info # (id.asymmetric # Rey.info) 1list &
posteb
gotEB_DER.info (Pretixd
:presb # proctype # conventdomuin # dekinfo & id_asymmetric #
cortificate 1ist # XIC.info & (id_asymmetric # Rey.info) list &
posteb -} dekinfo
gotEE OriginatorAsynID.info (Prefix)
:presb & proctype # contentdomain # dekinfo # id.asymmetric &
cortificato 1ist # EIC.info # (id_asymmetric # Key.info) lisv &
posteb -} id.asymmetric
gotEN_Issuerfert.info (Prerix)
:presb ¥ proctype ¥ contentdomain ¥ dekinfo # id._asymmetxic #
cortificato 1ist # NIC.info # (id.asymmetric & Key.info) 1isv &
posteb -} certificate 1ist
gotEN.MIC.info (Prefix)
:procb # proctype ¥ contentdomain & dekinfo # id.asymmetric ¥
cortificate 1ist # XIC.info # (id.asymmetric # Key.info) 1list &
posteb -} KIC.info
gotEE.EEY. info (Prefix)
:presb # proctype # contentdomain ¥ dekinfo # id.isymmetric &
certificato 1ist # NIC.info # (id.asymmetric & Key.info) 1lisv $
posteb -} Rey.info
gotEB Kessage.info (Prefix)
:precb # proctype # contentdomain & dekinfo # id.asymmetric &
cortificato 1ist # KIC.info # (id.asymmetric # Key.infe) list &
posteb -} string
goVER.msg EsgEncTyYptID (Profiv)
:presb & proctyps % contentdom:in # dekinfo # id.usymmetric #
cortificate 1isv & NIC.info # (id_isymmetric # Rey.info) listv &
postveb -} algid
govED msg MsgEncTyptIV (Profix)
iprosb # proctype ¥ contentdomiin # dekinfo & id.asymmetric #
cortificate 1ist # XIC.info # (id.asymmetric # Rey.infod lisv &
postedb -} IV
gotEN.msg. HashID (Prefixd
:prech # proctype ¥ contentdomain # dekinfo # id.asymmetric #
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cervificate 1ist # NIC.info # (id.asymmetric
posteb -} algid

getBE.msg.5ignID (Prefix)

ipreeb # proctype # contentdomain # dekinfo #
certificato 1lisv # XIC_info # (id.asymmetTic
posteb -} algid

gotEN. mag EncryptedKIC (Prefix)

ipreeb % proctype # contentdomain # dekinfo #
certificate 1list & NIC.info # (id.asymmetric
posteb -} string

gotEN . msg RoyEncTyptID (Prefix)

iprecb # proctype # contentdomiin # dekinfo #
cortificate 1isy # EIC.info # (id.asymmetric
posteb ~} algid

gotEN _msg EncryptedRey (Profix)

ipreeb # proctype # contentdomiin # dekinfo #
certificate 1lisv # XIC.info # (id.asymmetric
posteb -} string

gOtEF.msg . DERK (Prefix)

iproeb # proctype # contentdomain # dekinfo #
certificate list # NIC.info # (id.asymmetric
posteb -} string
gotEN msg_message
ipreeb ¥ proctyps
certificate list
postedb =} string
gOtEF msg MIC (Prefix)

ipresb & proctype # contentdomiin # dekinfo #

. certificate 1ist # EIC.info @ (id.asymmetric
posteb =} string

ERCRYPTED.is.PrivateP (Prefix)

ipresb # proctype # contentdomain # dekinfo &
certificate list # EIC.info # (id.asymmetric
posted -} string -} bool
EECRYPTED.is.Privates (Prefix)

:presb # proctype ¥ contentdomain # dekinfo #
certificate list # EIC.info # (id.asymmetric
posted -} string -) bool
ENCRYPTED.is.Authentic2 (Prefix)

:preeb # proctype # contontdomain # dekinfo #
certificato 1ist # NIC.info # (id.asymmetric
posteb -} bool

ENCRYPTED.is.Intact (Prefix)

:precb # proctype % contentdom:in # dekinfo &
certificate 1ist # XIC.info # (id.asymmetric
postedb -} bool

EFCRYPTED. is.non_deniable (Prefix)

:preeb # proctype # contentdomain # dekinfo %
certificate list # NIC.info # (id_asymmetric
posteb -} bool

(Prefix)
& contentdomiin # dekinfo #
® EIC.info # (id._asymmetric

Axioms:

Definitions:

ENCRYPTED .example

I- !s1 32 33 s4 35 a6,
ENCRYPTED.example 51 82 33 84 s5 s6 =
(BEGIN ‘‘PRIVACY.EFHANCED NAIL'Y,
Proc_Type (4,ENCRYPTED),
Content.Domain RFC822,
DER.Info (DES.CBC,IV),
ID_Asymmetric si,
[Certificate s2],
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# Foy.info) 1list

id.asymmetric #
# Koy.info) 1ist

id.asymmetric #
# Koy.info) 1ist

id.asymmetric #
# Foy.info) 1iss

id.asymmetric #
# Koy.info) 1list

id.asymmetric #
# Rey.info) 1iss

id_asymmetric &
# Roy.info) 1ist

id.asymmetric #
# Roy_info) 1ist

id.asymmetric #
# Koy.info) 1list

id_asymmetric #
# Eoy.info) list

id.asymmetric #
# Key.info) 1list

id.asymmetric #
% Foy.info) list

id.asymmetric #
# Koy.info) 1list

s

&

*

string #

stzing &

string &

string #

string ¥

string &

string #

string #

string &

string &

string &

string #
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XIC.Info (RSA.XD5,RSK,s3),
[ID.Asymmetric s4,Rey.Info (RSA,s5)],
36,
END ‘'PRIVACY.ENHANCED NATL'®)
govEN_DEE.info |- !x. getEN.DER.info x ¢ FST (SED (SHD (SED x)))
gotEN.OriginatorAsynID. info
I- !'x. gesEN.OriginatorAsymID.info x ¢ FST (SHD (SND (SHD (SHD x3)))
gotEF . Issuerfert.info
I- !x. gotEN_IssuerCert.info x & FST (SED (SHD (SED (SED CSED x)X)0)
gotEN.KIC.info
1- !x. gesEN.EIC.info x * F3T (SED (SED (SED (SED (SHD (SHD x)3)30)
ZotEN.REY_info
1- .
g£otEN_EEY.info x ¢
SED (HD (FST (SED (SED (SND (SND (SND (SHD (SED x)33)))0))
gotEF Hessagoe. info
1- 'x.
gotEN _Nessaige info x ¢
FST (SED (S¥D (SED (SED (SED (SHD (SED (SED x)3))))))
gotEN msg KsgEncTyptID
I- !x. gotEN.msg.MsgEncrypsId x 5 ges.DER.algid (gotEN.DEE.info x)
gotEN. msg KsgEncryptIV
I- !x. govEN_msg.EsgEncrypslV x ¢ get.DER.IV (getEF.DER.info x)
gotEl _msg _HashID
1- !'x. gotEN.msg.HashID x ¢ got.EIC.algid (getEN.XIC.info x)
gotEF. msg. SignID
- tx. getEN.msg.SignID x = got.KIC.sigalgid (gotEN.XIC.info x)
ZotEN.msg EncryptvoedEIC
- !x. getEN_msg.EncrypteddIC x = got MIC.mic (getEF._KIC.info X)
gotEF.mag KeyEncryptID
- !x. gotEN_msg ReyEncTyptID x ¢ gov.REY.algid (gesEN_REY.info x)
getEE msg _EncryptedRey
I- 'x. gotEN.msg_EncryptedRey x 5 got.REY.usymsgRey (getEN._REY.info x)
£otEN _msg .DER
I- tx.
gotEN.msg DER X *
DER.encrypt.seloct (getEN_KEY.info x) (getEN.msg.EncryptedRey X}
rocipientkey
gotEl msg_message
I- fx.
EOtEN.m3g_messige X 2
msg.Encrypt.select (gotEN.DER.info x) (getEN.Kessage.info x)
(gotEN.msg.DER x)
(getEN._msg. EsgEncTyptIV x)
gotEF.msg KIC
1- x.
£otEN . msg EIC x =
msg.Encrypt.select (getEN.DER.info x) (gotEN.msg.EncryptedEIC x)
(gotEF.msg. DEE XD
(gotEN.mag ESgEncTYptIV x)
ENCRYPTED.is PrivateP
|- !msg txDEE.
ENCRYPTED.is.PrivateP msg txDER =
is_PrivateP (DER.encrypt.select (getEF.KEY.info msg)) wxDER
(gotEN_msg.EncryptedRoy msg)
recipientkey
ENCRYPTED.is.Privates
I- !msg message.
BENCRYPTED._is.Privates msg message
(let TXDER ¢ gotEN.msg. DER msg
and
decryptIV ¢ gotEN_msg MsgEncryptIV msg
in
is PrivateS (msg.Encrypt.select (getEN.DEK.info msg)) messige
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(gotEN Xossage.info msgd
docryptIV
TXDER)
ENCRYPTED . is.Authentic?
- lmsg.
ENCRYPTED.is.Authentic? msg ¢
(let micInfo ¢ getEF.XIC. info msg
in
let okoy ¢ get.Rey.from.ID (getEN.0riginatorAsymID_info msg)
in

is.Authentic2? (EIC.sign.select micInfo) (EIC.hash.select micInfo)
(getEF.msg.mossage msgd
(gotRN.msg KIC msg)
ekey)
ENCRYPTED.is_ Intact
- !msg.
ENCRYPTED .is.Intact msg
(let micInfo : gotEN.KI(.info msg
in
let ekoy © get.Rey.from.ID (gotEN.UTiginatorAsymID_info msg)
in
is.Intact (EIC.sign.select micInfo) (NIC.hash.select micInfo)
(getEF.msg.mosarge msgd
(gotEN.msg HIC msgd
okey)
EBCRYPTED.is_non.deniable
I~ tmsg.
ENCRYPTED.is.non.deniable msg =
(let micInfo ¢ getEN.EIC.info msg

in

les okey * got.Raey.from.ID (getEN.OriginatorAsymID.info msg)
and

hash ¢ EIC.hash.selact micInfo

in

is_non.deniable (EIC.sign_select micInfo)
(hash (gotEN.msg.message msg))
(gotEN msg AIC msg)
ekey)

Theoroms:
EBCRYPTED .is_Private.DER
|- !Encrypted.msg encrypt? DEE dREY0 dkey.
let Rey.info : getEN.XEY.info Encrypted.msg
in
let decryptP 3 DEE_encrypt.select Key.info
and
rxmsg ¢ gotEF.msg. EncryptedRey Encrypted.msg
and
dkey = recipientkey
in
(rxmsg = txmsg) =)
(txmsg ¢ encryptP DER ekey) &2
(!msg. decryptP (oncrypsP msg okey) dREY0 & msg) 22}
(imsg d2.
(decryptP (oncTyptP msg skey) d2 : msg) =3} (d2 : dREY()) ==
((dxey ¢ dKEY0) ¢ ENCRYPTED.is.PrivateP Encrypted.msg DER)
EFCRYPTED .is.Private.msg
I- !Encrypted.msg encrypt$ message DEX.
let DER.info ¢ getE¥_DEE.info Encrypted.msg
in
let decryptS # msg.Encrypt.select DEE.info
and
Tamsg ¢ gotEN._Messige.info Encrypted.msg
and
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docryptI¥ ¢ gotEN.msg.NsgEncryptIV Encrypted.ﬁsg

and

KEY0 ¢ DER

and

key : gotEF.msg.DER Encrypted.msg
in

(zamsg = tamsg) 33
(tamsg ¢ encTyptS messige KEYO decTyptIV) #2}

(!msg key.
(decTyptS C(encryptS msg ey decryptIV) key decTyptIY : msg) I\
(!msg keyl.
(decTyptS msg keyl decTyptIV : decTypts msg key decTypsI¥) ¢
key ¢

xeyl)) #2}
((key * KEY0) # ENCRYPTED.is PrivateS Encrypted.umsg message)
ENCRYPTED _is. Authontic.msg
|- !Encrypved_msg sign txmic dEKEY0 dkey.
lot micInfo ¢ getEN.XIC_info Encrypted.msg

in

let verify ¢ EIC.sign.select micInto

and

hash : EIC.hash.select micInfo

and

message : gotEN.mag.messige Encrypted.msg
and

ramic ¢ getEN.msg HIC Encrypted.msg

and

okey ¢ geot.Rey.from.ID (gotEE.IriginatorAsyrID.info Encrypted.msg)
in

(rxmic = txmic) 3
(txmic ¢ sign Chash message) dkey) 3=
(!ml m2 dkey?. verify ml (sign m2 dkey2) ekey ¢ dkey? ¢ dEEY0) =2
((dxey © dFEY0) ¢ EECRYPTED.is.Aushontic2 Encrypted.meg)
ENCRYPTED.is.Intact.msg
|- 'Encrypted.msg sign txmessage txmic dkey.
lot micInfo : getEN_MIC.info Encrypted.msg

in

lot verify : XIC.sign.select micInfo

and

hash ¢ XIC.hash.select micInfo

and

rxmessage * gotEN.msg.messige EncTypted.msg
and

rxmic ¢ gotEN.msg.EIC Encrypted.msg

and

okey = got.Rey.from.ID (getEN.DriginatorAsymID.info Encrypted.msg)
in

(txmic ¢ sign (hash txmessige) dkeyd =:

(ramic ¢ txmic) =3}

('mi m2. Chash ml & hash m2) 3=} (ml ¢ m2)) 32

(tsl s3. verify si (sign s2 dkxey) ekey * s1 ¢ 82) 2

((rxmessige * txmessiged ° EFCRYPTED.1s.Intact Encrypted.mag)
ENCRYPTED.is_non.deniable.msg
1- !Encrypted.msg sign EESSAGE0 txmic dREY0 dkey.

let micInfo ¢ gotEN.XIC.info Encrypted.msg

in

lev verify s EIC.sign.select micInfo

and

hash ¢ EIC_hash.select micInfo

and

message : getRN.msg.message Encrypted.msg

and

rxmic : getEN.msg.XIC Encrypted.msg

and
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ekey ¢ got.Roy.fron.ID (getEN.DriginatorAsynID.info Encrypted.msg)
in
(rxmic # tamic) ==
(exmic ¢ sign (hash HESSAGEQ) dkey) ::)
('m! m2. Chash ml ¢ hash m2) 2 ml ¢ m32) =2}
(!ml m? dkey2.

verify m! (sign m? drey?) ekey ¢ (m! : m2) {§ (dkey? : dREY0))
({dkey ¢ dEEY0) /Y (messuge * NESSAGE0)
ENCRYPTED.is.non.deniable Encrypted.msg)

o
“w
-

(* File: pem.encrypted.sml *)
(* Description: selector and security function for *)
Cx ENCRYPTED message *)
(% Date: Lug. 20, 1996 *)
(% Author: Dan Zhou *)

2282535222225 22528882855550%)

nex.theory ''pem.encrypted'’;

load.library{lib = hol§8.1ib, theory : ''-''};
open Psyntax Compat;

new.parent '‘pem.syntax'’;
nex.parent '‘pem.definitions'';

add.theory.to.sml ''pem.syntax''
add_theory.to.sml '‘pem_definitions'';

(€ - H B H B H s %)
(* abbreviated PEN Hessage type *)
val encryptedmsg # ty.antiq
(22 ¢:(prosb¥proctypefcontentdom intdekinfoid. asymmetric
#(certificate 1ist)#MIC.infok(id_:symmetric#Eey.info)list
#stTing#posteb)fse);
(% pemtext *)

(ke B s s H H s H %)
val EFCRYPTED example ¢ now.definition

("'EFCRYPTED.example'', --‘ENCRYPTED_example s1 s2 83 s34 s5 s6:

(BEGIF ''PRIVACY_ENHANCED EAIL'',

Proc.Type (4,ENCRYPTED),

Content.Domin RF(C822,

DER.Info (DES.CBC,(IV:IV)),

ID_Asymmetric (si:string),

[Cortificate (s2:stringd],

EIC.Info (RSA.EDS,RSA,(s3:stzing)),

(* asymsignmic *)
[(ID_Asymmetric (s4:svringd, Rey.Info (RSA, (s5:string)))],
(* asymsghey *)

(s6:string),

(x pemtext *)

END 'PRIVACY_ENHANCED NAIL'')¢--);

[€H H : H H s H s %)

G+ retrieve Tax fields from received PEE-Encrypted-Eessige *)
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(% without any operation *)

¢+ Nosasge Encryption Alrogithm, and IV *)
val getH.D!.K.inio s nex.definition ("geVE}I_DH_into",
(--tgotEN_DER. info (x:"encryptedmsg)
¢ FST(SED(SEDCSED x)))f==D);

¢* sender ID, this field can Teplice the sender’s certificate %)
val getE_lriginatorAsymID.info = now.definition
("591;11!.Driginnonsymln.inio",
--tgetEN. IriginatorAsynID.info (x:"encryptedmsg)
¢ FSTCSHD(SEDCSHDCSED 2))3)¢--);

(¢ CA certificate *)
vil getEN.IssuorCert.info 2 nex.definition
("getU.Issus:Cen.inio",
--¢gotRN.Issuerlert.info (x:"encryptedmsg)
s FST(SED(SED(SEDCSEDCSED x)D)))%-=);

(% Eossige Digest Algorithm, Hessige Digest Sign Algorithm, *)
(% *encrypted* KIC 3
val gowEN_XIC.info : nex.definitvion ('gotE¥ XIC.info'",

(--¢gotEN _XIC.info (x:"encryptodmsg)

: FST(SND(SEDCSHDCSEDCSEDCSED x)D3)0)==)D;

¢+ recipient ID. For recipient’s cortificate *)
¢+ this will not be used until later
val gstm.ﬁecipients.inio + newx.definivion ("getll.nec.ipiems-info",
--‘getEH.Bscipiems.inIo (x:"encTyptedmsg)
s FST(SED(SHD(SEDCSEDCSED(SED(SED x))))))F=-);

*)

(% Rocipient ID: this is used o gev the publicéprivate key *)
(% of recipient *)
Gk mmmmmes w===« this is not used right nox =---==-====--====" *)
(% %o just assume Tecipient publickey and private Xey is *)
(* available *)
¢* Recipient Rey-info: per-message key encryption Algorithm *)
(* and Encrypted per-messige Key *)

(% this %ill be used tempoTarily *)
val gotEF_EEY.info = nex.definition (''getEE.FEY_info'’,
(--¢gotEH EEY.info (x:"encryptedmsg)
s SED(HD (FSTCSEDCSEDCSHDCSFD(SEDCSED(SED x33)))0002%==))3

(* the encrypted messige *)
val gotEN.Eessage.info 2 nex_definition ('getEN.Eessige.info’’,
--tgotEl.Nessago.info (x:"encryptedms 9
+ FST(SED(SEDCSHD(SHDCSED(SEDCSHDCSED XD)DD0))) =03

(€3 s B 1 ] : : : %)

(% rotrieve each individual sub-field from Taw message field )

(% Message encryption Algorishm *)
val getEN.msg KsgEncTyptlD @ nex.definition
(*'getR.msg EsginerypsID',
-=igotE¥. ms g EsgEncTyptID (x:"encryptedmsg)
s get.DEE.algid (getEF.DER.info ESAEIOH

(* Eessage encryption IV *)

val getEN.msg.EsgRncryptIV @ nox.definition
(''getEN . mag. MsgEncTyptIV'',
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-=‘gotEN.msg EsgBncryptIV (x:"encryptodmsg)
¢ gev.DER.IY (gotEN.DEE.info x)¢--);

(€1 H : s H H H 5] %)
(% Hash Algorithm *)
val getEF.msg HashID ¢ nex.definition (''getEN.msg.HashID'',
--‘gotEF.msg.HashID (x:“encryptedmsg)
¢ got.NIC.algid (gotEN EIC_info x)¢--);

O+ Sign Algorithm for message digess #*)
vil getBH.msg SignID # new.definition ('‘getEN.msg.SignID'’,
== ‘gotEN.mag. SignID (x:“encryptedmsg)
¢ got EIC.sigalgid (gotEN.EIC.into x)f--);

(+ Encrypted XIC *)
val gotEN. msg EncryptedXIC : nex.definition

("'getE¥ . msg EncryptedAIC',

--‘getEN.nsg EncryptedXIC (x:"encTyptedmsg)

¢ got. MIC.mic (gotEN.NIC.info x)f--);

(€T B s H H s s : %)
(x message key encryption Algorithm *)
val gotEN._msg.ReyEncryptID : new.definition ¢ 'getEN.msg_KeyEncryptID'',
=~fgotEN_msg KoyEncrypsID (x:“encrypt edmsg)
¢ got. REY.algid (getEN_KEY.info x)*--);

(* Encrypred Nessage Key *)
vil gotEN_msg_EncryptedRey ¢ nex.definition ("'gotE¥.msg_EncryptedRey'’,
--‘getEF_msg.EncryptedRey (x:“encrypt edmsg)
¢ got. RRY.asymsgRey (gotEN.REY_info x)i--);

(€ : s ¢ s s : s %)
(% extract DERforiginal message/EIC from the received message X
val getEN.msg DER  nex.definition (''getEN.msg.DER'',

--‘getEN.msg DER (x:“encTyptedmsg)

¢ (DER.encrypt.select (gotRN.KEY.info x))

(getEN.msg EncryptedEey x) recipientkeyf--);

val gotEN. msg.message = new.definition ("'gotEN.msg.message'’,
--‘getEN.usg message (x:"encryptedmsgd
¢ (msg.Encrypt.select (gotEN.DEE.info x))
(gotEF.Xessage.into x) (gotEN._msg.DER x)
(gotEN. meg EsgEncryptIV x)¢--);

G+ notice here the IV is the same 13 message encryptiong IV *)
¢+ this is my ussumption *)
val gotEN.msg KIC ¢ nex.dofinition (''getEN_msg.EIC'',

-~ ‘gotEN.msg KIC (x:"encryptedmsg)

¢ (msg.Encrypt.select (getEN. DER_info x))

(getEN . msg EncrypteddIC x)

(gotEl.msg DER x) (getEN msg EsgEncTyptIV x)¢--);

€5 H B : H H : s 25%)

(* Befine socurity functions for PRE-Encryptod-Eessage *)

(* by this, %o test the DER is private. *)

val ENCRYPTED.is_PrivateP ¢ nex.definition C ENCRYPTED .is.Privatel'’,
--‘ENCRYPTED.is.PrivatoP (msg: “encrypvedmsg) (txDER:string)
¢ ls.PrivateP (DER.encrypt.select (getEN.KEY.info nsgdd
tXDER (getEN.msg.EncryptedRey msgd rocipientkeyt--);
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(% by this, we test the msg is private. *)
vya1 EFCRYPTED.is.PrivateS ¢ nex.definition ¢ 'EECRYPTED .is.Pxrivaves'’,
- ‘ENCRYPTED.1s Privates (msg: “encryptedmsg) (message:string)
¢ let TXDEE : gotEF.msg.DER msg
and ’
decryptI¥ : gotEN.msg EsgEncryptIV msg

in
(is.Private5 (msg.Encrypt.select (getEN_DEE.info msgd)
mossage (gotEN.Message.info msg) decrypsIV TXDER) ¢--);

(*x test forT messige authentication, no need to use the other *)
(* form *)
val ENCRYPTED._is.Authentic? ¢ new.definition (¢

»EECRYPTED .is.Authentic2'’,

--SENCRYPTED.is.Authentic? (msg: “encryptedmsgd

s(let micInto & getEN.XIC.info msg in

(1let okey ¢ get.Key.from.ID (gevEF.OriginatorAsymID.into msg)

in

(is_Authentic? (XIC.sign.select micInfo)

(NIC.hash.select micInfo) (getEN.msg.message msg)

(gotEN.nsg HIC msgd ekey)))‘==);

(% by this, %e test the messige that Driginator sent is intact )
val ENCRYPTED.is.Intact ¢ new_definition ¢''ENCRYPTED.is.Intacs'’,
(--SEFCRYPTED.is_Intact (msg: "encryptedmsg)
+ (let micInfo ¢ getEN.XIC.info msg in
¢let ckey ¢ ges.Rey.from.ID (gotEN.DriginatorAsymIb.into msg)
in
(is_Intact (HIC.sign.select micInfod
(EIC.hash.select micInfo) (gotEN._msg.messige msg)
(gotEN_msg KIC msg) ekey)))f--));

(* tost for messige non-deniabilivy *)
val ENCRYPTED.is.non.deniable ¢ ner.definition ¢

'ENCRYPTED.is.non.deniable'’,

--¢ENCRYPTED.is.non.denizble (msg: “encryptedmsgd

= (let micInfo : getEN.XIC.info msg in

(let okey ¢ get.Key.from.ID (govEN.IriginatorAsynID.info msg)

and

hash s KIC.hash.select micInfo

in

(is.non_deniable (EIC.sign.select micInfo)

(hash (gotEN msg.message msg))

(gotEN. msg KIC mag) okeyd)d'--);

close.theory();
export.theory();
€T H H H H H s s &%)
(% prove properties of Encrypted PEE message *)

fun 1ot ELIE.CIEV t ©
TRY.CONY (lot.COEY THENC 1etv.ELIE.COBYD t;

¢* 1, ENCRYPTED_is_Private.DER *)

¢+ rocipientkey: the private key of recipient *)

¢ ekey: public key of the intonded recipient *)
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(* dREY0: private key of the intended recipient *)

val thl ¢ 1let_FLIK_CORV
(--flet Rey.info ¢ getEN_EEY.info Encrypted.msg in
let decrypt? ¢ DER.encrypt.select Rey.info

and

IXmsg ¢ getEF.msg.EncryptedRey Encrypted.msg
and

dkey ¢ recipientkey
in

(rxmsg ¢ txmsg) ::)
(txmsg * encryptP DEE (ekey:string)) s
(msg. decrypt? (encryptP msg okey) dREY0 * msg) s:)
(lmsg d2. (decryptP (encryptP msg ekey) d2 ¢ mag)
s2} (d2 * dREY0)) ==
({dxey : dREY0) ¢ ENCRYPTED.is_Private
Encrypted.msg (DER:stringd)é--);

(* === is there 1 need %o have dkey:recipient --- *)

val ENCRYPTED.is_Private_DEEK ¢ prove.thm
(" 'ENCRYPTED.is_Private. DER',
=-*!(Encrypted.msg: “encryptedmsg)
CencxyptP: string-)string-)stringd
(DER: string) (dREY0: stringd (drey: string).
let Roy.info ¢ getEN.REY.info Encrypted.msg in
let decryptP ¢ DEE.encrypt.select Rey.info

and

Txmsg ¢ gotEN.msg. EncryptedRey Encrypted.msg
and

dkey ¢ recipientkey
in

(rxmsg ¢ txmsgd) 22
(txmsg 3 encryptP DER okey) =2}
(imsg. decryptP (encryptP msg okey) dEEY0 ¢ msg) 3}
(msg d2. (decrypt? (encrypt? msg ekey) d2 ¢ msg)
s3) (d2 ¢ dREY0)) == .
({dkey = dREY0)
¢ ENCRYPTED.is_PrivateP Encrypted.msg DER)‘--,
REPEAT GEF.TAC THEN
REVRITE.TAC [thi]l THEN
REVRITE.TAC [EECRYPTED.is.PriviteP] THEN
ACCEPT.TAC (SPECL
[--‘DER. encrypt.seloct (getEN.KEY.info Encrypted.msg)‘--,
--‘encryptP: string -} string -} stringf--,
--‘DER: stTingt--,
==Stxmsg: styringf--,
--‘getEN_msg.EncryptedRey Encrypted.msgt--,
--fckey: stringi--,
~-*dREY0: stringf--,
~-‘recipientkey: svring--] is_Private.DEE));

(€] s s s B : : H %)
(* 2, EFCRYPTED.is.Private.msg *)

val thl ¢ 1let. ELIE_COEY (
--‘lev DEK.info ¢ gevEN.DEK.info Encrypted.msg in
let decxyptS ¢ msg.Encrypt.select DEX.info
and
xmsg ¢ gotEN.Hessage.info Encrypted.msg
and
decryptIY¥ : gotEN.msg.XsgEncryptI¥ Encrypted.msg
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and

FEY0 = DEE
and

key ¢ gotEF.msg.DEE Encrypted.msg
in

(Txmsg ¢ txmsg) <3
(txmsg ¢ encTyptS message KEYO decTyptIV) 22
(!msg key. (decTyptS (encrypss msg key decTyptIV)
xey decryptIV : msg) I
!msg keyl. ((decrypt5 msg keyl decrypsI¥ 2
decTypt5 msg key dectyptIV)  key : keyld) =z
(Ckay * XEYO0)
) ¢ ENCRYPTED.is.PrivateS Encrypted.msg message)‘--);

val $h2 & 1ot ELIE_COEY (
--flet rXDER * gotEN_msg.DEX msg
and
decryptIV ¢ gotEN.msg. KsgEncryptIV msg
in
js_PrivatveS (msg.Encrypt.-select (gotEN.DEEK.info msgd) message
(gotEN._Kessage.info msg)
decTyptIV
TXDER =)
val th3 ¢ REVRITE_RULE [th2] ENCRYPTED._is.PrivateS;

|
|
|
val ENCRYPTED_is.Private.msg ¢ prove.thm
C'EFCRYPTED.is_Private.msg'’,
~-f1(Encrypted.msg: “encryptedmsg)
(encrypts: string-)string-}IV-}stringd
(message: stringd (DER: stringd.
let DEE.info ¢ getEN.DER.info Enrcrypted.msg in
lot decTyptS * msg-Encrypt.select DEE_info
wnd
xmsg ¢ gotE¥.Hessage.info Encrypted.msg
and
docTyptIV : gotEN.msg.XsgEncryptIV Encryptod.msg
and
REY0 ¢ DER
and
keoy : gotE¥.msg.DER Encrypted.msg
in
(rxmsg ¢ txmsg) %)
(txmsg ¢ encryptS messige KEY0 decryptIV) =2
(tmsg key. (decTyptS (encrypsS msg key decTyptIV)
xey decrypsIV * msg) /%
!msg keyl. ((decrypt5 msg keyl decrypyIV =
docTyptS msg key decryptIV) ¢ key ¢ xeyl)) =2
((key = EEY0)
¢ EECRYPTED,is.PrivateS Encrypted.msg message)‘--,
REPEAT GEEN.TAC THEW
REYRITE.TAC [thi] THER
REFRITE.TAC [+h3] THER
ACCEPT.TAC (SPECL
[--*msg.Encrypt.select (getEN.DER.info Encrypted.msg)‘--,
--foncryptS: string -) string -} IV -} string‘--,
--‘message: stTing‘--,
-=ftxmsg: stringt--,
--¢gotEN _Kossage.info Encrypted.msgi--,
--¢govEN_msg. EsghncrypsIV Encrypted.msg‘--,
==fDER:stTingé-~,
--gotEN_wsg.DER Encrypted.msg’--] is_Private.msgd);

(%2 H : : H s H s %)
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(* 3. ENCRYPTED.is.Authentic.msg *)
(* drey: originator’s privite key *)
(x dREY0: the key of the one wxe think wxho sent the muil *)
(* ekey: the public koy of the one who we think sent the mil )
(¢ since ekxsy is publicly known. --- Eay need more work =--- *)

vl thi ¢ lot.ELIK.COEY
(«=‘let micInfo * gotEF.EI(.info Encrypted.msg in
let verify & EIC.sign.select micInfo
and
hash s EIC.hash_select micInfo
and
message ° gotRN.msg.message Encrypted.msg
and
rxmic ¢ gotEN.msg KIC Encrypted.msg
and
ekoy : got.Key.from.ID
(gotEN.OriginatorAsynID.info Encrypted.msg)
in
(rxmic = txmic) 22)
Ctxmic 2 (signistring-)string-dstringd Chash message) dkey) <2
(iml m? dkey2. verify m! (sign m2 dkey2) ekey
¢ dkey2 s dREY0) =2)
((dkey °= dEEY0) =
EFCRYPTED.is_Authentic? Encrypted.msg)‘--);

val th2 ¢ lev.ELIE_CORY
(~==flo% micInfo * getEN._KIC.info msg in
(lot okoy ¢ geot_Eey.from.ID (getEN.DriginatorAsynID.info msg)
in

(is.Authentic? (EIC.sign.select micInfo)
(EIC.hash.select micInfo) (getEN.msg.message msgd
(gotEF . msg XIC msg) okeyddf--);

val th3 : REVRITE_RULE [+h2] EECRYPTED.is_luthentic2;

val ENCRYPTED.is Authentic.msg : prove.thm
¢ 'ENCRYPTED. is._Authentic.msg',
-=f!(Encryptoed.msg: “oncryptednsg)
(sign: string -} string -} stxingd (txmic:string)
(dEEY0:stzing) (dkey:string).
let micInfo ¢ gotEN.XIC.info Encrypted.msg in
let verify : EIC.sign.select micInfo
and
hash = EIC.hash_select micInfo
and
message ¢ gotEN.msg.messigoe Encrypted.msg
and
rxmic ¢ gotEN.msg XIC Encrypted.msg
and :
okoy = got.Key.from.ID
(gotEF.DriginavorAsynID. info Encrypted.msg)
in
(zxmic ¢ txmic) ==
(txmic ¢ (sign:string-»string-dstringd (hash message) dkey) 22}
(!m! m2 dkey2. verify mi (sign m2? dkey2) okey
s dkey2? ¢ dREYD) s:
((dxey ¢ dEEY0) =
ENCRYPTED.is_ Authentic? Encrypted.msg)‘--,
REPEAT GEN.TAC THER
REVRITE.TAC [th1] THEN
REWRITE.TAC [th3] THEF
ACCEPT.TAC (SPECL
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(€

[--‘EIC.sign.select (gotEN XIC.info Encrypted.msg)é--,
--fgign: string -} string -} stringf--,
--¢EIC_hash.seloct (getEN.NIC.info Encrypted.msgd)‘--,
--fgatEi.msg.message Encrypred.msgt--,
-=ftxmic: string--,
--getEY, msg KIC Encrypted.msgt--,
--‘got.Koy.from.ID

(gotEN.IriginatorAsynID.info Encrypted.msgd‘--,
--¢dKEY0: stringf--,
--fdkey: string®--] is.Auvhentic.msgd);

: H s B B H B %)

¢* 4. ENCRYPTED.is.Intact.msg *)

val thl

val th2

s 1gt ELIN.CONY (--¢let micInfo ¢ getEN.EIC.info Encrypted.msg

in

let verify ¢ NIC.sign.select micInfo

and

hash ¢ EIC.hash.select micInfo

and

rxmessage ¢ gotRF.msg.messige Encrypted.mag

and

rxmic ¢ getEN.msg XIC Encrypved.msg

wnd

okoy ¢ get.Rey.from.ID (getEN.OriginavorAsynID_info msg)

in

(txmic ¢ (sign:string-}string-)stringd (hash txmessage) dkey) 2
(rxmic = txmic) 32}

¢'ml m2. Chash ml : hash m2)> 2} (ml ¢ m2)) =)

('3l s2. verity si (sign 52 dkey) ekey & 81 3 82) =3
((zxmessige ¢ txmessage) * ENCRYPTED.is.Intwact Encrypved.msg)‘==);

1ot ELIX.COFY (--flet micInfo 3 gotEN.XIC.info msg

g- “

lot ekey = get.Rey.from.ID (gotER.OriginatorAsynID.info msg)

in

is_Intact (HIC.sign.select micInfo) (NIC.hash.select micinto)
(gotEN_msg.message msg)
(getEF.msg XIC msg) okey'--);

val th3 ¢ REVRITE.RULE [+h2] ENCRYPTED.is.Intact;

val ENCRYPTED.is.Intact_msg ¢ prove.thnm (¢"'ENCRYPTED.is._Intact.msg’,

--¢3(Encrypted. msg: "encryptedmsg)
(sign: string-)svring-}string)
(txmessage: string) (sxmic:string) (dkey: string).
let micInfo ¢ gotEN.KIC.info Encrypted.msg in
lov verify & KIC.sign.select micInfo
and

hash : XIC_hash.select micInfo
and

Txmessage ¢ gotEN.msg.messige Encrypted.msg
and

rxmic ¢ gotEN.msg.XIC Encrypted.msg
and

okoy ¢ get.Key.from.ID

(getEB.IriginatorAsynID.into Encrypted.msg)

in
(txmic ¢ sign C(hash txmessige) dkey) =%
(ramic 3 tamic) 2
(!ml m2. (hash ml ¢ hash m2) 22) (ml ¢ m2)) =3)
(*sl s2. verify si (sign 52 dkey) ekey 5 81 % s
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((zxmessage = txmessage) ¢ ENCRYPTED.is.Intact Encrypted.msg)‘--,
REPEAT GEN.TAC THER

REVRITE.TAC [thi] THEF

REVRITE.TAC [th3] THER

ACCEPT.TAC (SPECL

[--'EIC_sign.select (gotEN.MIC.info (Encrypt ed_msg: “encryptedmsg))f--,
--fsign:string-)string-dstringt--,

-=‘EIf.hash.select (getEN NIC.info (Encrypted.msg: encryptedmsg)) -~
--‘umesaa.ge:nring‘--,

--‘getEN.msg.message (Encryptod.msg:”encryptedmsg)é--,

--ftxmic: stringt--,

~-‘getER.msg KIC (Encrypted.msg:”encryptedmsg)‘--,

-=fget Koy _from ID
(gotEN.OriginatorAsynID.info (Encrypted.msg: encryptedmsg))®--,
=~‘dkey:stringf--]
is.Intact.msg));
¢ s : s s : s : %)
(* 5. ENCRYPTED.is.non.deniable.msg *)

val thil ¢ 1let ELIN.COEYV ¢

--flet micInfo ¢ getEN.MIC.info Encrypted.msg in
let verify : KIC.sign.select micInfo
and

hash ¢ KIC.hash.select micInfo
and

message * gotEN.msg.message Encrypted.msg
and

rxmic @ getEF.msg EIC Encrypted.msg
and

ekey © get.Rey.from.ID

(getEN.OriginatorAsynID.info Encrypted.msg)
in
(rxmic ¢ txmic) 3=
CGixmic ¢ (sign: string-}string-)string)
Chash EESSAGRO) dkey) 22
('m! m2, Chash m! ¢ hash m2) ¢ ml ¢ m2) =2
(!ml m2 dkey?. verify ml (sign m2 dkey2) okey
¢ Cml : m2) #V (dkoy2 ¢ dRRY0)) s¢

((dxey : dREY0) /Y (message ¢ NESSAGEO) ¢

EFCRYPTED.is.non.deniable Encrypted.msg)f--);

val th2 ¢ let ELIE_COEY (
==flet micInfo s gotEN.NIC.info msg

in

let ckoy 3 get.Key.from.ID (getEF.0riginatorAsymID_info msg)
and

hash ¢ EIf.hash_select micInfo

in

is.non.deniable (EIC.sign.select micInfo)
(hash (getEN.msg.mossage msg)) (gotEN.msg KIC msgd ekay‘--);

val $h3 ¢ REVRITE.RULE [th2] ENCRYPTED.is.non.deniable;

val ENCRYPTED is.non.deniable_msg : prove.thm
(“EFCRYPTED.is.non.deniable.msg'’,
=-‘!(Encrypted.msg: “encryptedmsg)
(sign: string -) string -»string) NESSAGED txmic dREY( dkey.
let micInfo * gotEN.MIC.info Encrypted.msg in
let verify 2 EIC.sign_select micInfo
and
hash ¢ EIC.hash.select micInfo
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and
messige : gotEN.msg.message Encrypted.msg
and
rxmic : getEN.msg.XIC Encrypted.msg
and
okey ¢ get.Rey.from.ID
(getEN_OriginatorAsynID.info Encrypted.msg)

in
Cxaxmic ¢ vxmic) &2
(txmic ¢ sign Chash EESSAGED) dkey) =3

¢(tml m2?. Chash mi # hash m2) 2 ml1 3 m2) 3
(!ml m? dkey?. verify ml (sign m2 dkey2) ekey
: (mi s m2) IV (dkey? s dREY0)) =2
({dkey < dEEY0) JY (message ¢ EESSAGED) 2
EFCRYPTED.is.ron.deniable Encrypted.msg)‘--,
REPEAT GEN_TAC THEE
REYRITE.TAC [vh1] THEX
REHRITE.TAC [+h3] THER
ACCEPT.TAC (SPECL
[--fEIC.sign.select (gotEN.EIC.info Encrypted.msgd’--,
--¢gign: string -} string -} stringt--,
--¢EIC_hash.select (gotEE_EIC.info Encrypted.msgd‘--,
--$gotEN. msg.message Encrypted.msg'--,
--¢EESSAGED: stringf--,
--fexmic: stringt--,
--fgetEN_msg NIC Encrypted.msg‘--,
--fgot Koy from.ID
(gotEF_OriginatorAsynID.info Encrypted.msgd‘--,
--¢dEEY0: string‘--,
--fdkey: stringf--] is_non.deniable.msg)d;

axport_theory();
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